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Abstract

This thesis explores existing and novel methods for extracting knowledge
from data while preserving users’ private information through differen-
tially private machine learning. The central challenge addressed here is
handling the sensitivity-utility tradeoff that arises when privatizing queries
involving vector averages, which are found everywhere in gradient-based
optimization and data science in general. New approaches are thus pro-
posed to provide researchers and practitioners with additional tools to pri-
oritize the use of one strategy over the other, depending on the specific
learning context, the privacy expectations, and the accuracy of the re-
sulting model. First, metric privacy concepts are applied to collaborative
model training, providing distance-dependent privacy guarantees without
pre-defining sensitivity. An online optimization method is then introduced
for tuning the clipping threshold concurrently with model training, re-
ducing privacy exposure and computational requirements while improving
utility. Efficient strategies for empirically verifying privacy results in the
training of large language models are also developed, encouraging practi-
cal privacy auditing. Finally, a new perspective is offered on the definition
of differential privacy, suggesting that sensitivity with respect to record
replacement rather than addition/removal could yield increased utility in
federated learning settings. Through theoretical analyses, algorithms, and
experimental evaluations, this work presents ideas and actual techniques
for optimizing the privacy-utility tradeoff inherent in differentially private
machine learning.

i



List of Figures

1.1 Graphical interpretation of the differential privacy defini-
tion (inspired by [Meiser, 2018]). . . . . . . . . . . . . . . 7

2.1 Learning federated linear models with: (a, b, c) one ini-
tial hypothesis and non-sanitized communication, (d, e, f)
two initial hypotheses and non-sanitized communication,
(g, h, i) two initial hypotheses and sanitized communica-
tion. The first two figures of each row show the parameter
vectors released by the clients to the server. The last figure
of each row illustrates the trend of the validation loss on
clients and data not involved in the optimization. . . . . . 37

2.2 For the experiment on synthetic data, this figure plots the
max privacy leakage over clients of the same cluster for a
round of training. Intervals with constant privacy leakage
indicate that the clients with the largest privacy leakage
were not sampled (by chance) to participate in those rounds. 38

2.3 For the experiment on hospital charge data, this histogram
plots the empirical distribution of the privacy budget over
the clients in a particular configuration: ν = 3, 5 initial
hypotheses, seed = 3, r is the radius of the neighborhood,
and the total number of clients is 2062. . . . . . . . . . . . 41

2.4 RMSE values for models trained with Algorithm 1 on the
Hospital Charge Dataset. Error bars show the empirical
standard deviation. Lower RMSE values are better for ac-
curacy. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

2.5 Effects of the Laplace mechanism in Lemma 2 with differ-
ent noise multipliers (ref) as a defense strategy against the
DLG attack. . . . . . . . . . . . . . . . . . . . . . . . . . 44

ii



List of Figures

2.6 The first two plots from the left illustrate the spatial dis-
tribution of the samples in g1 and g2, respectively, and the
third plot shows g1 and g2 superimposed together in the
same space. . . . . . . . . . . . . . . . . . . . . . . . . . 46

2.7 For the experiment with synthetic data, the figure shows
the comparison between the personalized and non-personalized
models for equal opportunity (a), equalized odds (b), and
demographic parity (c), respectively. Experiments were
performed for noise multipliers ν of 0.1, 1, 2, and 4. For
all the metrics of fairness and the values of the noise mul-
tiplier, the personalized model is seen to show improved
fairness over the non-personalized model. . . . . . . . . . 47

2.8 For the FEMNIST image classification task, the figure shows
the comparison between the personalized and non-personalized
models in the same settings described in Figure 2.7. The
personalized model again shows improved fairness over
the non-personalized model. . . . . . . . . . . . . . . . . 49

3.1 The choice of clipping threshold C requires trading off a
higher clipping bias at small values, for larger Gaussian
noise at large values. Here the clipped, averaged, noised
gradient of a CNN for character recognition is compared
with the true average gradient at different training itera-
tions t ∈ {100, 250, 500, 750, 950}. Note that for some
values the sanitized gradient may even have components
pointing in the opposite direction w.r.t the true gradient,
corresponding to negative cosine similarity. The reported
value of cosine similarity is an average over 20 realizations
of the Gaussian mechanism. . . . . . . . . . . . . . . . . 54

3.2 The Pareto frontiers of the noise multipliers to sanitize g̃t
and q̃t, and the chosen values given the heuristic described
in Section 3.5, at different privacy requirements. This par-
ticular instance comes from the MNIST experiments de-
scribed in the Section 3.7. . . . . . . . . . . . . . . . . . . 61

3.3 Graphical interpretation of Algorithm 3, where z−1 repre-
sents the time-shift operator and the numbers in boxes the
corresponding lines in the Algorithm. . . . . . . . . . . . 61

3.4 Accuracy on the MNIST dataset. Higher is better. . . . . . 68
3.5 Mean Squared Error on the Fashion MNIST dataset. Lower

is better. All runs for ε = 1 of FixedQuantile result
in a diverging optimization and are therefore not included. 69

iii



List of Figures

3.6 Accuracy on the AG News dataset. Higher is better. . . . . 70
3.7 k = 9. Accuracy on the MNIST dataset. Higher is bet-

ter. Refer to Table 3.8 for numeric results and optimized
hyperparameters. . . . . . . . . . . . . . . . . . . . . . . 72

3.8 k = 9. Mean Squared Error on the Fashion MNIST dataset.
Lower is better. Refer to Table 3.9 for numeric results and
optimized hyperparameters. . . . . . . . . . . . . . . . . . 72

3.9 k = 9. Accuracy on the AG News dataset. Higher is bet-
ter. Refer to Table 3.10 for numeric results and optimized
hyperparameters. . . . . . . . . . . . . . . . . . . . . . . 73

3.10 k = 5. Accuracy on the MNIST dataset. Higher is bet-
ter. Refer to Table 3.11 for numeric results and optimized
hyperparameters. . . . . . . . . . . . . . . . . . . . . . . 73

3.11 k = 5. Mean Squared Error on the Fashion MNIST dataset.
Lower is better. Refer to Table 3.12 for numeric results and
optimized hyperparameters. . . . . . . . . . . . . . . . . . 74

3.12 k = 5. Accuracy on the AG News dataset. Higher is bet-
ter. Refer to Table 3.13 for numeric results and optimized
hyperparameters. . . . . . . . . . . . . . . . . . . . . . . 74

4.1 An intuitive comparison of computing the score with dif-
ferent calibration strategies: using a shadow model (a) and
using a neighboring sample (b). . . . . . . . . . . . . . . . 82

4.2 The AUC of the thresholding classifier for MIA shows a
single and prominent peak at the optimal σ value in the
noisy neighbors strategy. . . . . . . . . . . . . . . . . . . 83

4.3 Efficacy of different strategies for MIA. . . . . . . . . . . 86
4.4 Empirical differential privacy measured downstream of train-

ing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

5.1 Indistinguishability requirements are defined for different
pairs of databases: in the upper half according to Defini-
tion 10, and at the bottom according to Definition 12 . . . 92

5.2 Normal distributions with the same variance yield different
indistinguishability parameters when used in Definition 10
(a) and Definition 12 (b), up to twice as conservative. . . . 94

5.3 Adopting Definition 10 for differential privacy allows to
adaptively reduce the sensitivity mS2f as in Equation (5.7)
while not reducing the average length of gradients and lo-
cal update vectors. To do so, these vectors can be clipped
from above (C(t)), below (c(t)) and in direction (a(t)). . . . 96

iv



List of Figures

5.4 Average cosine similarity among local updates in federated
learning (a) and gradients in centralized machine learning
(b). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

v



List of Tables

2.1 Table of notations for Chapter 2 . . . . . . . . . . . . . . 19
2.2 Qualitative comparison with the most relevant prior re-

search on the topic. More details are provided in Section
2.3. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

2.3 Regarding the experiment on hospital charge data, for ev-
ery combination of Noise Multiplier × Number of Hy-
potheses, the median and maximum local privacy budgets
are reported, over the whole set of clients. These values are
averaged over 10 runs with different seeds. ν = 0 means
no privacy guarantee and infinite privacy leakage. . . . . . 40

2.4 Average classification accuracy and standard deviation of
a convolutional neural network over three runs seeded with
different values. Experiments tested the effect of increas-
ing noise values on the validation accuracy. . . . . . . . . 43

2.5 NN architecture adopted in the experiments of Section 2.5.1 44

3.1 Dataset and model information shared throughout the ex-
periments. . . . . . . . . . . . . . . . . . . . . . . . . . . 64

3.2 Best hyperparameters for the MNIST dataset with grid search
granularity k = 7. Values with ∗ are scaled×103 for better
readability. Best NoDP result for ρ = 0.003162. . . . . . . 66

3.3 Best hyperparameters for the Fashion MNIST dataset with
grid search granularity k = 7. Best NoDP result for ρ =
0.01467. All FixedQuantile runs diverge for ε = 1. . . 66

3.4 Best hyperparameters for the AG News dataset. Values
with ∗ are scaled ×103 for better readability. k = 7. Best
NoDP result for ρ = 0.003162. . . . . . . . . . . . . . . . 67

3.5 CNN . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70
3.6 AutoEncoder . . . . . . . . . . . . . . . . . . . . . . . . 71
3.7 Bag of Words model architecture with a fully connected

neural network. . . . . . . . . . . . . . . . . . . . . . . . 71

vi



List of Tables

3.8 MNIST, k = 9, best NoDP for ρ = 0.003162, ∗ values are
scaled ×103. . . . . . . . . . . . . . . . . . . . . . . . . . 71

3.9 FashionMNIST, k = 9, best NoDP for ρ = 0.003162. . . . 75
3.10 AG News, k = 9, ∗ values are scaled ×103, best NoDP for

ρ = 0.003162. . . . . . . . . . . . . . . . . . . . . . . . . 75
3.11 MNIST, k = 5, ∗ values are scaled ×103, best NoDP for

ρ = 0.003162. . . . . . . . . . . . . . . . . . . . . . . . . 75
3.12 Fashion MNIST, k = 5, best NoDP for ρ = 0.003162. . . . 75
3.13 AG News, k = 5, best NoDP for ρ = 0.003162. . . . . . . 76

5.1 Table of notations for Chapter 5 . . . . . . . . . . . . . . 91

vii



Publications and other
Contributions

My research efforts towards this thesis have produced the following publi-
cations and contributions:

• Filippo Galli, Biswas Sayan, Jung Kangsoo, Tommaso Cucinotta,
Palamidessi Catuscia, et al. Group privacy for personalized feder-
ated learning. In Proceedings of the 9th International Conference
on Information Systems Security and Privacy (ICISSP), volume 1,
pages 252–263. SciTePress, 2023c

Note that an initial, minor version of this work was also presented
as:

Filippo Galli, Sayan Biswas, Kangsoo Jung, Tommaso Cucinotta,
and Catuscia Palamidessi. Group privacy for personalized federated
learning. In Workshop on Federated Learning: Recent Advances and
New Challenges (in Conjunction with NeurIPS 2022), 2022

• Filippo Galli, Kangsoo Jung, Sayan Biswas, Catuscia Palamidessi,
and Tommaso Cucinotta. Advancing personalized federated learn-
ing: Group privacy, fairness, and beyond. SN Computer Science, 4
(6):831, 2023b

• Filippo Galli, Saya Biswas, Kangsoo Jung, Catuscia Palamidessi,
and Tommaso Cucinotta. On the adaptive sensitivity of differen-
tially private machine learning. In The Fourth AAAI Workshop on
Privacy-Preserving Artificial Intelligence (in Conjuction with AAAI
2023), 2023a

• Filippo Galli, Catuscia Palamidessi, and Tommaso Cucinotta. On-
line sensitivity optimization in differentially private learning. In
Proceedings of the AAAI Conference on Artificial Intelligence, vol-
ume 38, pages 12109–12117, 2024b

viii



List of Tables

The following work is currently under review:

• Filippo Galli, Luca Melis, and Tommaso Cucinotta. Noisy neigh-
bors: Efficient membership inference attacks against LLMs. In (Un-
der Review) The Fifth Workshop on Privacy in Natural Language
Processing (in Conjuction with ACL 2024), 2024a

Some of my work fell outside the scope of this thesis. Part of it was initi-
ated before my PhD, or it explores related but separate topics:

• Tommaso Cucinotta, Luigi Pannocchi, Filippo Galli, Silvia Fichera,
Sourav Lahiri, and Antonino Artale. Optimum VM placement for
NFV infrastructures. In 2022 IEEE International Conference on
Cloud Engineering (IC2E), pages 205–212. IEEE, 2022

• Giacomo Lanciano, Filippo Galli, Tommaso Cucinotta, Davide Bac-
ciu, and Andrea Passarella. Predictive auto-scaling with openstack
monasca. In Proceedings of the 14th IEEE/ACM International Con-
ference on Utility and Cloud Computing, pages 1–10, 2021

• Tommaso Cucinotta, Giacomo Lanciano, Antonio Ritacco, Fabio Brau,
Filippo Galli, Vincenzo Iannino, Marco Vannucci, Antonino Artale,
Joao Barata, and Enrica Sposato. Forecasting operation metrics for
virtualized network functions. In 2021 IEEE/ACM 21st International
Symposium on Cluster, Cloud and Internet Computing (CCGrid),
pages 596–605. IEEE, 2021

As part of the research community on privacy-preserving machine learn-
ing, I contributed reviews for papers submitted to the following journals,
conferences, and workshops:

• IEEE Transactions on Big Data

• IEEE Transactions on Services Computing

• The Sixth ACM Conference on Fairness, Accountability, and Trans-
parency

• 2023 IEEE International Symposium on Information Theory (ISIT)

• 2023 International Joint Conference on Artificial Intelligence (demon-
stration track)

• NeurIPS 2023 Workshop on Regulatable ML

• The Fourth AAAI Workshop on Privacy-Preserving Artificial Intel-
ligence

ix



Contents

1 Introduction 1
1.1 Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.2 Differential privacy . . . . . . . . . . . . . . . . . . . . . 5
1.3 Differential privacy and machine learning . . . . . . . . . 9
1.4 Challenges . . . . . . . . . . . . . . . . . . . . . . . . . . 10
1.5 Contributions . . . . . . . . . . . . . . . . . . . . . . . . 13

2 Distance-based sensitivity in personalized federated learning 15
2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . 16
2.2 Background . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.2.1 Federated learning and personalization . . . . . . 18
2.2.2 Local differential privacy and federated learning . 20
2.2.3 d-privacy . . . . . . . . . . . . . . . . . . . . . . 21
2.2.4 Fairness . . . . . . . . . . . . . . . . . . . . . . . 22

2.3 Related works . . . . . . . . . . . . . . . . . . . . . . . . 24
2.4 An algorithm for private and personalized federated learning 26

2.4.1 The Laplace mechanism under Euclidean distance
in Rn . . . . . . . . . . . . . . . . . . . . . . . . 29

2.4.2 Sampling from the Laplace mechanism . . . . . . 32
2.4.3 Component-wise variance . . . . . . . . . . . . . 33
2.4.4 Limitations of the Laplace mechanism in very high

dimensional spaces . . . . . . . . . . . . . . . . . 34
2.5 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . 35

2.5.1 Characterizing privacy . . . . . . . . . . . . . . . 35
2.5.2 Fairness analysis . . . . . . . . . . . . . . . . . . 43

2.6 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . 50

3 Online optimization of the sensitivity 51
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . 52
3.2 Background notions . . . . . . . . . . . . . . . . . . . . . 53
3.3 Related works . . . . . . . . . . . . . . . . . . . . . . . . 55

x



Contents

3.4 Method . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
3.5 Privacy Analysis . . . . . . . . . . . . . . . . . . . . . . 59
3.6 The OSO-DPSGD Algorithm . . . . . . . . . . . . . . . . 60
3.7 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . 62
3.8 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . 68
3.9 Appendix: further experiments and details . . . . . . . . . 69

4 Foregoing sensitivity with membership inference attacks 77
4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . 78
4.2 Background . . . . . . . . . . . . . . . . . . . . . . . . . 79
4.3 Related works . . . . . . . . . . . . . . . . . . . . . . . . 80
4.4 Method . . . . . . . . . . . . . . . . . . . . . . . . . . . 82
4.5 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . 84
4.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . 85

5 Adaptive sensitivity in the bounded model for differential pri-
vacy 88
5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . 89
5.2 Sensitivity in the bounded and unbounded models of dif-

ferential privacy . . . . . . . . . . . . . . . . . . . . . . . 91
5.3 The unbounded model of DP in machine learning . . . . . 93
5.4 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . 97

6 Conclusion 98

xi



Chapter 1

Introduction

Understanding intelligence in humans, and animals in general, often serves
as a foundation for exploring artificial intelligence. Notably, artificial neu-
ral networks were originally inspired by their biological counterpart [Rosen-
blatt, 1958]. The days of the perceptron are long gone, and for the most
part machine learning research strode away from replicating the synaptic
responses of our brain cells, but the original structure of a network of com-
puting units still persists. But contamination between areas works in the
other direction as well, as advances in machine intelligence are fueling a
renewed interest in defining intelligence and sentience. The Turing Test
[Turing, 1950] was proposed to probe whether a machine can imitate hu-
man responses under specific conditions. The current capabilities of large
language models have thus left us wondering: If a machine can mimic
human responses well enough to fool a human interrogator, does it mean
the machine “thinks” and has “consciousness”? Answering this question
is well beyond the scope of this work, but it prompts a discussion of what
led us to this point. What is currently acknowledged as a new wave of
artificial intelligence benefited from three main favorable conditions that
happened to verify roughly at the same time. Firstly, the development of
dedicated hardware allowed to vastly speed up data processing and training
of machine learning models. One of the first implementations of a convo-
lutional neural network running on a Graphics Processing Unit (GPU) rev-
olutionized the field of computer vision [Krizhevsky et al., 2012], starting
a race for ever larger and faster GPUs, the default processor for large-scale
machine learning. Secondly, the pervasive advent of broadband internet
provided the right infrastructure for the consistent dissemination of public
data, especially in the form of images, text, and audio. Driven by a thirst
for scientific discovery and capital gain, industry and academia have de-
veloped predictive systems that could interpolate and extrapolate through
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Chapter 1. Introduction

huge numbers of samples, harnessing what has been called “the unrea-
sonable effectiveness of data” [Halevy et al., 2009]. Thirdly, and for the
same reasons, massive research efforts have made long strides in the refine-
ment of algorithms and learning theories that could allow for an efficient
processing of the large quantities of data currently available. The back-
propagation algorithm [Linnainmaa, 1970; Rumelhart et al., 1986] and the
attention mechanism [Vaswani et al., 2017] represent a learning strategy
and a unified architecture for machine learning across tasks.

While the quest to derive sense from data propels the field of arti-
ficial intelligence forward, it is not without its practical and theoretical
challenges. Foremost among these is the issue of privacy, as the massive
amounts of data processed by AI systems are often inherently personal.
This raises significant ethical and regulatory concerns. In fact, the ramifi-
cations of not accounting for privacy in machine learning have far-reaching
ramifications. One could ask then: isn’t the use of publicly-available (but
potentially personal) data a solution to the problem? A pragmatic approach
would probably argue in favor of a positive answer, but public does not
necessarily mean the release was intentional, nor that the scope was unre-
stricted. Beyond a discussion on ethics and the legality of a practice, we
need to start with a rough idea of what we mean by privacy. Simply put,
within the context of privacy-preserving machine learning, we will be look-
ing for strategies to learn global patterns and distributions from data, while
omitting local and individual information. In a sense, machine learning
aims for the same goal, reaching generalization while avoiding overfitting
to training data. As we will see, the implications of providing such guaran-
tees will impose stringent requirements on the training strategy. Note that
the angle we take to approach the issue focuses on learning. Although the
discussion on cryptography and computer security of private data is funda-
mental and complementary to our study, we will limit our investigation to
how to provide some form of privacy guarantees to the individuals whose
data will be used in learning algorithms.

1.1 Privacy
Early frameworks for defining and enforcing privacy in statistical data
analysis include different takes on the idea of anonymization of the records
in the dataset. Although they are still widely in use to this day, and they
do contribute to some degree of confidentiality, they present considerable
shortcomings that provide the necessary justification for a refined study
of privacy-preserving mechanisms. In particular, k-anonymity [Samarati
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and Sweeney, 1998], l-diversity [Machanavajjhala et al., 2007], and t-
closeness [Li et al., 2006] were prominent methods, each with specific
goals and limitations. They describe properties of a “privatized” dataset
and numerous efforts have discussed methods to achieve the corresponding
guarantees. From a privacy perspective, we can classify the attributes of a
database as identifiers, quasi-identifiers, and sensitive attributes. The first
includes social security numbers, driver’s license numbers, and full names,
which are usually removed entirely from the database prior to their release.
Quasi-identifiers include age, gender, zip code, profession, and race, which
can lead to identification if combined together or with additional informa-
tion. Sensitive attributes may include medical conditions, income levels
and sexual orientation, and other information about an individual that can
cause harm and in general have negative consequences should they be dis-
closed. The following frameworks then describe privacy metrics based on
the indistinguishability of individuals starting from information contained
in quasi-identifiers and sensitive attributes.

K-anonymity [Samarati and Sweeney, 1998] was designed to ensure
that the information for any individual in a dataset could not be distin-
guished from at least k − 1 other individuals in the same dataset. Once a
set of quasi-identifying attributes is fixed, k-anonimity is provided when
every combination of quasi-identifiers in the dataset come in groups of k
records, if any. The primary goal was to make re-identification difficult.
However, k-anonymity proved vulnerable under certain conditions. For
example, if a dataset was released by a hospital where each record is indis-
tinguishable from at least two others based on age and ZIP code, a patient
could still be at risk. If all three patients in such a k-anonymous set were
recorded as having the same condition, then knowing that a specific indi-
vidual is in that dataset could reveal their condition through homogeneity.
Furthermore, if additional background knowledge is available—such as the
fact that only three people of a certain age live in a particular ZIP code—an
attacker could deduce private information about an individual.

L-diversity [Machanavajjhala et al., 2007] expanded on k-anonymity
by requiring that there be at least l diverse values for sensitive attributes
within each group of the dataset. The aim was to prevent attackers from de-
ducing sensitive attributes even when they could identify a person’s group.
However, l-diversity also had its weaknesses, particularly in dealing with
the semantic similarity of attribute values. For instance, if a dataset en-
sured that each group had three different diagnoses, but all these diagnoses
were closely related (such as different types of cancer), the privacy protec-
tion was minimal. This similarity means that knowing a person belongs to

3
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a particular group could still reveal that they likely have a type of cancer,
despite the diversity of the diagnoses.

T -closeness [Li et al., 2006] sought to further refine these privacy pro-
tections by ensuring that the distribution of a sensitive attribute in any
group was no more than a threshold t away from the distribution of that
attribute across the entire dataset. This method aimed to protect against
inferences drawn from the distribution of sensitive attributes. However,
t-closeness could vacillate if the overall attribute distribution was unrepre-
sentative of the general population or the attribute was inherently sensitive.
For example, if a rare disease was slightly more common within a particu-
lar group than in the overall dataset, members of that group could be more
likely suspected of having the disease, thus compromising their privacy.

The actual applicability of the above methods presents serious chal-
lenges. Generating synthetic data or suppressing data to meet k-anonymity,
l-diversity, or t-closeness requirements could significantly reduce the util-
ity of the records. The modifications necessary to comply with these pri-
vacy models would often result in the loss of granular information, which
could be critical for accurate data analysis. Also, as the number of quasi-
identifiers in a dataset increases, it becomes increasingly challenging to
apply these models without either compromising the data utility or failing
to sufficiently protect privacy. In fact, finding optimal solutions for com-
plying with these privacy models often requires solving NP-hard problems.
For instance, partitioning a dataset in groups such that each one contains
k indistinguishable individuals from a set of quasi-identifiers, while mini-
mizing the information loss due to the grouping itself, incurs combinatorial
complexity.

In addition, there are strong theoretical limitations to the above privacy
models. Particularly crucial is the unrestricted potential for adversaries
to extract additional individual information from the (anonymized) dataset
when they also have access to supplementary sources of background infor-
mation. In [Narayanan and Shmatikov, 2006], the authors made a field-
defining example of a linkage attack, where having access to additional
side information led to the re-identification of a record in an anonymized
dataset, which in turn allowed for the unintentional disclosure of private
information. In particular, within the context of the Netflix Prize - an open
competition to find the best algorithm to predict movie ratings for its users -
the company released a database of approximately 500′000 records of user
ratings accompanied with the corresponding dates. Several users included
a small subset of their ratings also on the Internet Movie Database (IMDb),
together with identifiable information on their profiles. With this auxiliary
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information, the authors of [Narayanan and Shmatikov, 2006] could then
connect, with high confidence, a non-anonymized public profile with lim-
ited sensitive information to the anonymized data records in the Netflix
dataset, thus exposing the complete list of likes and dislikes of the individ-
uals. Despite this information disclosure may not appear dangerous in and
of itself, knowing movie preferences led to detailed and informed guesses
on the political, religious, and societal views of the (now completely iden-
tified) viewer.

1.2 Differential privacy
Providing absolute privacy guarantees to an individual is provably impos-
sible while maintaining utility. Absolute privacy guarantees are what, in
Bayesian terms, is described as the posterior belief being equal to the prior
belief, upon observation of a database. Such a scenario would require that
access to a database does not enable an adversary to learn anything about
an individual that would not be learned without access. To verify this im-
possibility here follows a different take on the seminal Terry Gross ex-
ample [Dwork, 2006]. Suppose Alice is a smoker and an adversary has
this auxiliary information. The same adversary has access to a medical
database, thus concluding smoking causes cancer. Information about Al-
ice has been disclosed (her chances of getting cancer), regardless of Alice’s
participation in the database.

If the last section underscored the limitations of relying solely on con-
trolling access or anonymizing data to protect privacy, with Alice’s ex-
ample it becomes evident that we should re-evaluate what we mean by
privacy entirely. Rather than just considering the absolute amount of infor-
mation disclosed, we should focus on how much an adversary’s knowledge
about an individual changes due to their data being included in a dataset.
This perspective shift leads us to the concept of Differential Privacy (DP).
Differential privacy mitigates the risk of disclosure not by removing data
or limiting access, but by incorporating randomness into the released in-
formation. This approach guarantees that the presence or absence of any
individual in the dataset has only a small and quantifiable impact on the
output of any analysis. By doing so, differential privacy ensures that the in-
formation obtained about any individual remains approximately the same,
regardless of their data being included in the dataset or not. In more for-
mal terms, we will include here the definition of differential privacy. Note
that, being DP one of the main tools utilized throughout this thesis, we will
recall this definition again in the next chapters. This will be useful also in
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Chapter 1. Introduction

adapting the notation to the different conventions utilized in different re-
search communities, and to better set the stage for further refinements of
the definition, and its later generalizations.

Definition 1 (Differential Privacy). A randomized mechanismM with do-
main D is (ε, δ) differentially private if ∀S ⊆ Range1(M) and ∀D,D′ ∈
D differing in one record:

Pr[M(D) ∈ S] ≤ eεPr[M(D′) ∈ S] + δ (1.1)

Note that with respect to [Dwork et al., 2006], Definition 1 already
presents a generalization over what is sometimes referred to as “pure” DP,
where the term δ = 0. Regardless, we can discuss how to interpret it here.
First, with randomized mechanismM we refer to a query on a database,
i.e. a function with inputs from the domain of databases D (i.e. the ele-
ments D ∈ D) with outputs in the set Range(M). Notably, privacy can-
not be guaranteed for deterministic functions under this framework. With-
out delving too much into the details, randomness is understood here as
a fundamental building block of indistinguishability. What the inequality
roughly means is that the output of the function should not be too differ-
ent whether the function is applied to either datasets D,D′, which differ
in only one record, with “too different” being quantified by a multiplica-
tive (eε) and an additive (δ) factor. Symmetry with respect to D or D′ is
provided by requiring this property for all pairs of datasets. Further, note
that this property needs to be verified for all possible outputs of the query
function. Considering that M could be a real function, these guarantees
are expressed in terms of membership to a (measurable) subset of the range
of the query.

Although this privacy model may appear obscure, and to some degree
hard to justify and communicate to a less technical audience, we claim
that part of its strength lies in its broad applicability and overall concise
definition, which come from its abstract nature. We further underline the
shift in perspective, where privacy is defined in terms of indistinguisha-
bility between two worlds: one where the function is applied to a dataset
containing a certain private record, and one where it is not. The privacy
community frequently discusses different interpretations of the above def-
inition. Having multiple perspectives on the same definition can provide
meaningful insights and a stronger grip on its meaning and implications.
In that sense, we provide in Figure 1.1 a graphical interpretation of DP.

1Recall the range of a function is its image, which is a subset or equal to the function’s
codomain.
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There, the probability density function of M is plotted when applied to
D,D′. Additionally, the dotted line represents eεM(D′), and δ (in grey) is
the area where pure differential privacy would not be enough. If the area
under the curve eεM(D′) (that is a scaled probability) plus δ dominates
the area under M(D) for all pairs of D,D′ differing in one record, then
(ε, δ) differential privacy is satisfied.

Figure 1.1: Graphical interpretation of the differential privacy definition
(inspired by [Meiser, 2018]).

The above characterization provides a set of desirable properties to dif-
ferential privacy (refer to [Dwork et al., 2014a] for proofs and further de-
tails), that will be exploited in the rest of this work:

• Robustness against an adversary’s side knowledge: Offering relative
guarantees that limit information disclosure effectively circumvents
the issue of an adversary using additional background information.
For a person who desires privacy protection under this framework,
the decision boils down to either contributing to or abstaining from
participation in a database. The assurance provided is that what-
ever extra information an adversary might obtain through database
access, would be revealed irrespective of the individual’s choice to
participate.

• Quantification of privacy loss: the value ε is referred to as privacy
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Chapter 1. Introduction

leakage and (along with δ) it is a measure of privacy that allows for a
quantitative evaluation of different techniques and algorithms, with
lower ε, δ meaning a more private result.

• Composition: multiple ε-differentially private queries on a database
incur a privacy leakage that is determined by the privacy losses of
the single queries. With (ε, δ)-DP, composition theorems provide
the necessary tools to evaluate the overall privacy budget incurred in
successive (ε, δ) queries.

• Closure under post-processing: a data analyst seeing the output of
a differentially private query cannot increase the privacy leakage by
any further analysis of that output. That is, the guarantees provided
to the output of a DP query cannot be degraded by downstream op-
erations on that output.

In order to provide a better understanding of differential privacy, here
follows a list of limiting factors and open problems. Far from being ex-
haustive, it is included in an attempt to give a broader overview of the
topic:

• Differential privacy does not provide any guarantee that access to
the database will not disclose information, be it to a trusted party or
an adversary. In fact, to preserve utility, such guarantees would be
impossible. It is important to note a key difference in the settings
in which privacy and security operate: security aims at obfuscating
information from a third party other than the individual who owns
the information and the individuals who are supposed to have access
to it; conversely, privacy aims at obfuscating information to anyone
other than the owner. In the latter, an adversary and a data analyst
are seen as equal. Therefore, preventing any access to information
to the adversary equally denies any utility to a data analyst.

• As mentioned, an ε-differentially private random function querying
a database incurs a privacy loss value of ε. For practical implemen-
tations of information disclosure in statistical databases, it is then
mandatory to identify a privacy budget that the data curator and the
data owners are willing to provide the analysts. Once the privacy
budget is exhausted (due to the compositionality of differentially
private queries), the database cannot be queried anymore without
failing to provide the pre-determined level of privacy.
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• Pure ε-differential privacy is impractical to implement with real-
valued functions in floating-point arithmetic, as some values may
be output with null probability with database D and non-negligible
probability with database D′, because of rounding errors.

• It is not always easy to determine the granularity of differential pri-
vacy, depending on the structure of the data that need to be priva-
tized. The formulation introduced earlier takes into account tabular
data, but it is not trivial to extend the results to other data structure,
graph data being a notable example: how are adjacent graphs de-
fined? Are the privacy guarantees desired at a node or edge level?

1.3 Differential privacy and machine learning

Although searching for a unique and all-encompassing definition of Ma-
chine Learning (ML) is beyond the scope of this dissertation, we will refer
broadly to ML — and to a certain extent, to artificial intelligence — as the
study of parametric models designed to estimate and generalize from dis-
tributions of the training data, focusing on building models that adapt and
optimize performance based on data feedback, unlike traditional statistics
that often emphasize hypothesis testing and parameter estimation. Zoom-
ing out from the specific task and type of data, this definition allows us to
include a multitude of training strategies, different types of models, and
the overall objectives. Within that context, a machine learning algorithm
queries a dataset of records and returns a set of parameters that together
with the associated parametric function aim to model the desired patterns
in the dataset. If the dataset includes personal records we wish to keep
differentially private, we could identify the randomized mechanismM in
Definition 1 as the algorithm that returns the parameters. Note that in gen-
eral, these algorithms are deterministic (or the underlying randomness is
unknown) and therefore the privacy guarantees need to be implemented by
introducing DP mechanisms. Considering the definition of differential pri-
vacy, where we require the outcome of a random function on a dataset to
be roughly equivalent (in probabilistic terms) whether a record is included
or not, we are essentially bounding the sensitivity2 of the function itself.
More formally:

2Sensitivity may have different definitions according to the specific implementation
of differential privacy and ultimately depends on the DP guarantees we are aiming to
provide.
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Definition 2 (ℓ2 sensitivity). The ℓ2 sensitivity of a deterministic real func-
tion f : D → Rk is

S2(f) = max
D,D′∈D
D adjD′

∥f(D)− f(D′)∥2 (1.2)

where D adjD′ is any pair of adjacent datasets, i.e. differing in at most
one record.

Finally, in order to turn the deterministic function f into its probabilis-
tic DP approximation, we may adopt the Gaussian mechanism, where we
replace f with a DP approximation, according to Theorem 1.

Theorem 1 (Gaussian mechanism [Dwork et al., 2014a]). Let ε ∈ (0, 1)
be arbitrary and f : D → Rk. For c2 > 2 ln (1.25/δ), the Gaussian
mechanism

f → f + ρ, ρ ∼ N (0, Ikσ
2) (1.3)

with parameter σ > cS2(f)/ε is (ε, δ)-differentially private.

1.4 Challenges
To introduce the use of such mechanisms and their issues, we will provide
an example of DP sanitization of an ML model, that is we will show a
differentially private approximation of the Principal Component Analysis
(PCA). This strategy has been previously explored in foundational works
such as [Dwork et al., 2014b] and [Abadi et al., 2016]. However, this the-
sis will adopt a more practical approach to describing the procedure with
the aim of providing tangible insights into the issues that will be addressed
throughout this work. This hands-on perspective is intended to bridge the
gap between theoretical constructs and their practical implications, offer-
ing a clearer understanding of the challenges inherent in implementing dif-
ferential privacy effectively.

Principal Component Analysis (PCA) is a mathematical technique for
dimensionality reduction of a dataset. It aims at transforming a number
of possibly correlated variables into a set of linearly uncorrelated vari-
ables called principal components. Assuming a dataset X ∈ Rn×d of n
of records with zero mean and unit variance, PCA computes the covari-
ance matrix C ∈ Rd×d:

C =
1

n− 1
XTX =

1

n− 1

d∑
i=1

xT
i xi (1.4)
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Then follows the eigenvalue decomposition of S:

CV = V Λ (1.5)

where V is the matrix of eigenvectors and Λ is the diagonal matrix of
eigenvalues. By selecting the first k sorted eigenvectors one constitutes the
transformation matrix W ∈ Rd×k, which can be used to transform to and
from the reduced space: XPCA = XW and XPCAW

T = X ′, where X is
approximately equal to X ′.

Differentially Private PCA (DP-PCA) is an adaptation of the standard
Principal Component Analysis (PCA) that incorporates differential pri-
vacy. In order to compute the parameters of our PCA model, i.e. the
transformation matrix W , we need to query the dataset for the covariance
matrix. We notice however that the sensitivity S2(C) is not bounded as the
terms in the summation in Equation 1.4 are also unbounded. In particular,
if we compute the sensitivity of the summation Σ:

S2(Σ) = max
D,D′∈D
D adjD′

∥∥(XTX)− (XTX + xTx)
∥∥
2

(1.6)

= max
D,D′∈D
D adjD′

∥∥xTx
∥∥
2

(1.7)

where xTx signals the addition of a record (from R1×d), and it constitutes
a rank-1 matrix where each entry is xjxk for the j-th and k-th attribute of
x. Therefore, to apply the Gaussian mechanism, we need to enforce a limit
p to the norm of x, by clipping the records:

clip(x, p) =

{
x · p

∥x∥ if ∥x∥> p

x otherwise
(1.8)

In fact, we see that the Frobenius norm (which is also an upper bound for
the ℓ2 norm of the matrix for sensitivity purposes) of xTx is the square root
of the sum of squares of all entries:

∥xTx∥F=

√√√√ d∑
j=1

d∑
k=1

(xjxk)2 = ∥x∥2 (1.9)

which, for clipped records, maxes out at p. Finally, we can compute the
sanitized covariance matrix by means of the Gaussian mechanism:

CDP =
1

n− 1

(
d∑

i=1

clip(xi, p)
T clip(xi, p) + ρ

)
(1.10)
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ρ ∼ N (0, Id · (cp/ε)2) (1.11)

with c being computed from the required privacy parameters according to
Theorem 1. By virtue of DP being immune to post-processing, one can
follow the classical steps to find the (now differentially private) transfor-
mation matrix. The implications of the choice of p are now clear: the sum-
mation can be vastly affected by reducing the threshold, giving a biased
estimator of the covariance matrix, as in Equation 1.10. But increasing p
introduces a Gaussian noise with a larger standard deviation, as in Equation
1.11.

Having illustrated the application of differential privacy in Principal
Component Analysis, where the trade-off between data utility and privacy
protection becomes evident, we now turn to a broader issue central to this
thesis. The challenge of implementing differential privacy in queries in-
volving the averaging of vectors in Rd epitomizes the tension between two
critical aspects. To maintain privacy guarantees, it is necessary to clip
the norm of these vectors and introduce noise proportional to the clipping
threshold p. This setup gives rise to an intrinsic trade-off:

• Choosing a smaller p may lead to the introduction of less noise, how-
ever, it does so at the cost of inducing a significant bias in the com-
puted average.

• Conversely, opting for a larger p tends to minimize the bias but re-
sults in increased noise.

The implications of this choice extend deeply into the functioning of con-
temporary machine learning models, where averaging plays a pivotal role.
Notably, in algorithms like Stochastic Gradient Descent (SGD) and its vari-
ants, which are foundational in determining the optimal set of parame-
ters to minimize a predefined cost function. This optimization is achieved
through iterative queries to the dataset and subsequent model refinements.
A smaller p results in a reduced average, consequently diminishing the
magnitude of the iterative updates. This can potentially trap the model in
suboptimal local minima and require an increased number of queries to the
dataset [Abadi et al., 2016]. In turn, this gives further privacy concerns as
cumulative DP queries reduce the overall privacy budget. A reduced sen-
sitivity introduces questionable results in terms of fairness and robustness,
focusing on learning the bulk of the distribution while reducing the impact
of outliers and less represented segments of the population [Suriyakumar
et al., 2021].
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1.5 Contributions

This thesis explores different methods to extract meaning from data while
managing the challenge of sensitivity in Differentially Private Machine
Learning (DPML). The goal is to propose novel approaches that strike a
balance between uncovering valuable insights and protecting privacy. In
particular, this work contributes to the field through several key develop-
ments:

• Approach the study of DPML from a fresh angle by incorporating
metric privacy techniques, eliminating the necessity of defining a
clipping threshold entirely. In particular, Chapter 2 will discuss the
use of d-privacy – a generalization of differential privacy – to provide
distance-dependent guarantees to the individuals taking part in col-
laborative training of machine learning models. The idea is derived
from the field of location privacy, shifting the focus from a loca-
tion in R2 to a parameter vector of an ML model in a generic space
Rd. Abandoning a predefined sensitivity under this framework al-
lows for increased fairness and utility in some contexts while being
under-performing in others, which we identify in detail. Addition-
ally, it results in the introduction of novel theoretical and empirical
results that provide a novel point of view on the issue.

• Providing a theoretical framework and results to address the online
optimization of the clipping threshold in the classical setting of dif-
ferentially private learning. In Chapter 3, we draw from the results in
online hyperparameter optimization to derive an update rule to opti-
mize the sensitivity concurrently to the optimization of the machine
learning model parameters. This chapter will focus on the reduc-
tion of privacy exposure and the increase in utility of training a set
of machine learning models whose hyperparameters are optimized
via grid search. By optimizing the clipping threshold directly during
model training, we show how to better exploit the overall grid search
privacy budget on each single run, leading to state-of-the-art results.

• Introducing efficient strategies to verify empirical Differential Pri-
vacy (eDP) guarantees, focusing on large language models. In Chap-
ter 4 we abstain from providing a priori DP guarantees, and instead,
we verify the privacy metrics a posteriori by means of Membership
Inference Attacks (MIA), whose results give a lower bound to the
eDP parameters. This allows us to sidestep the problem of setting
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an appropriate sensitivity level and training could potentially be car-
ried out without explicitly considering privacy countermeasures. We
carry out this study to encourage the use of privacy auditing tech-
niques in accordance with current regulatory frameworks, and we
do so by improving the computational and memory efficiency of the
MIA attacks.

• Proposing a novel position on the definition of DP, which we posit
as a potential step forward in Differentially Private Machine Learn-
ing (DPML) with adaptive sensitivity. In particular, Chapter 5 chal-
lenges the prevalent position in DPML, where the sensitivity is de-
fined starting from the notion of addition/removal of a record, to
reflect the choice given to an individual when asked to participate to
a database. We instead suggest that, under certain conditions, sensi-
tivity with respect to the replacement of a record with another may
yield increased utility and improved performance, detailing potential
avenues for future experiments within the context of collaborative
machine learning.

Lastly, Chapter 6 concludes the thesis, summarizing the results and outlin-
ing the open problems.
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Chapter 2

Distance-based sensitivity in
personalized federated learning

In this chapter, we introduce a novel approach to address sensitivity issues
in differentially private machine learning in a distributed setting, where we
will incur into the problem of bounding the average of parameter vectors.
Specifically, we explore this in Federated Learning (FL), a form of dis-
tributed learning initially designed to enhance privacy for users by allow-
ing data to remain local to each client. Federated learning involves peers or
clients processing their data locally and sharing only model updates, which
helps protect privacy by preventing the exposure of raw data. Despite its
advantages, federated learning can introduce challenges, such as private
information leakage, inadequate model personalization, and disparities in
model fairness across different client groups. To tackle these issues, we
propose a method that leverages d-privacy, or metric privacy, which pro-
vides localized differential privacy guarantees by using a distance-oriented
obfuscation to preserve the data’s topological distribution. Our approach
not only facilitates personalized training within a federated setting but
also enhances group fairness, as measured by standard metrics, compared
to models trained under conventional FL methods. We will discuss the
theoretical foundations of our method and demonstrate its effectiveness
through experimental validation on real-world datasets. The results in-
cluded in this chapter were first published as part of the following papers:

Filippo Galli, Biswas Sayan, Jung Kangsoo, Tommaso Cucinotta,
Palamidessi Catuscia, et al. Group privacy for personalized feder-
ated learning. In Proceedings of the 9th International Conference
on Information Systems Security and Privacy (ICISSP), volume 1,
pages 252–263. SciTePress, 2023c
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Filippo Galli, Kangsoo Jung, Sayan Biswas, Catuscia Palamidessi,
and Tommaso Cucinotta. Advancing personalized federated learn-
ing: Group privacy, fairness, and beyond. SN Computer Science, 4
(6):831, 2023b

2.1 Introduction
There has been a significant surge in the value and need of data to per-
form various kinds of statistical analyses, typically with a requirement of
collecting and centralizing massive datasets from users, often containing
their sensitive personal information. There are multiple advantages to hav-
ing access to all the necessary data in a single location, mostly related to
efficiency: faster computation, reduced communication costs between the
computing and storage nodes, and, in general, a more direct control over
the population of data points. However, alongside this massive rise in the
need to collect and store data, the risks of violation of the users’ privacy are
becoming more and more significant and concerning [NIST; Le Métayer
and De, 2016].

Federated learning [McMahan et al., 2017a] (FL) is a machine learning
approach that uses user devices for both data collection and model training
without sending raw data to a central server. The central server distributes
a model to selected users for local optimization and aggregates the updates
to refine the global model. This process repeats until the model converges.
Nonetheless, avoiding the release of user’s raw data only provides a lax
protection from potential attacks violating the users’ privacy [Hitaj et al.,
2017; Nasr et al., 2019; Zhu et al., 2019], as it falls in the pitfall of “only
releasing summary statistics” [Dwork et al., 2014a], which is the set of
updated model parameters transmitted to the central server.

Researchers have integrated differential privacy into the Federated Learn-
ing process to ensure that outputs do not significantly change whether or
not a specific personal record is included [Dwork et al., 2006]. However,
the central model for DP still risks security breaches from a single failure
point, potential adversarial actions and it does not solve the problem of
data centralization. To avoid these risks, Local Differential Privacy (LDP)
has gained attention, allowing users to perturb their data locally before
transmission [Duchi et al., 2013; Kairouz et al., 2016]. In FL, LDP helps
to mask individual data contributions during model updates, balancing pri-
vacy with potential reductions in model accuracy due to randomization.

As previously discussed in Chapter 1, differential privacy necessitates
a bounded sensitivity of the query function. Since the vectors of model pa-
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rameters are not inherently bounded, a significant error source arises from
clipping the domain of information released by users [Andrew et al., 2021].
This enforced truncation results in a clipped distribution of parameter vec-
tors as perceived by the server. Consequently, the aggregation phase of
the optimization process often becomes biased [Suriyakumar et al., 2021].
Specifically, the model’s fairness is compromised when parameter vectors
from minority groups in the dataset are excluded post-truncation, leading to
biases against users with under-represented data [Li et al., 2020; Suriyaku-
mar et al., 2021].

This issue is critical in the context of personalized FL when the empir-
ical distribution is employed for tailoring the models to distinct groups in
the population. A personalized approach improves model effectiveness in
applications like natural language processing tailored to regional dialects,
recommender systems based on political affiliations, and facial expression
recognition for diverse ethnic groups. Given that the clustering of param-
eter vectors must be performed on sanitized user-reported values, receiv-
ing an unbiased distribution is crucial for fostering fairness in the global
model.

To address the above-mentioned issues, we investigate the possibility
of providing local privacy guarantees and allowing for personalized mod-
els in FL. Thus, we propose the adoption of d-privacy mechanisms, de-
vised within the field of location privacy [Chatzikokolakis et al., 2013;
Bordenabe et al., 2014; Fernandes et al., 2021], to obfuscate the informa-
tion released locally by each user in the federated training. Using d-privacy
sidesteps the issue of clipping, thus maintaining the original topology of
the distribution. Concurrently, we define an algorithm for personalized
federated learning that takes advantage of distance metric-based privacy
guarantees for clustering participating users.

More precisely, this chapter presents the following contributions to the
field:

1. It provides an algorithm for the collaborative training of machine
learning models, which build on top of state-of-the-art strategies for
model personalization.

2. It formalizes the privacy guarantees in terms of d-privacy to pro-
vide local privacy guarantees in the context of personalized federated
learning.

3. It presents a study of the Laplace mechanism on high dimensions,
under Euclidean distance, based on a generalization of the Laplace
distribution in R, and we give a closed-form expression.
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4. It provides an efficient procedure for sampling from such distribu-
tion.

5. It shows that personalized federated learning under formal privacy
guarantees improve group fairness significantly compared to the non-
personalized federated learning framework, and establish that this
method enhances the trade-off between privacy and fairness.

The rest of the Chapter is organized as follows. Section 2.2 introduces
fundamental notions for federated learning and differential privacy. Sec-
tion 2.3 discusses related work. Section 2.4 explains the proposed algo-
rithm for personalized federated learning with group privacy. Section 2.5
validates the proposed procedure through experimental results. Section 2.6
concludes the Chapter.

2.2 Background

2.2.1 Federated learning and personalization
Collaborative learning with privacy and communication constraints has re-
ceived much attention since the introduction of federated learning [McMa-
han et al., 2017a; Konečny et al., 2016a,b; Hard et al., 2018], which aims
to train a global machine learning model on a distributed collection of non-
i.i.d. datasets stored on devices whose raw data cannot be disclosed. Fo-
cusing on the personalized federated learning setting, we adopt the notation
of [Ghosh et al., 2020] to cast the problem in the framework of stochastic
optimization and find the set of minimizers θ∗j with j ∈ {1, . . . , k} of the
cost functions

F (θj) = Ez∼Pj
[f(θj; z)] , (2.1)

where Pj is the data distribution which can only be accessed through a col-
lection of datasets Zc = {zi|zi ∼ Pj, zi ∈ D} with c ∈ C = {1, . . . , N},
the set of clients. C is partitioned in k disjoint sets

S∗
j = {c | ∀z ∈ Zc, z ∼ Pj} ∀ j ∈ [k] (2.2)

The mapping c → j is unknown and we rely on estimates Sj of the mem-
bership of Zc to compute the empirical cost functions

F̃ (θj) =
1

|Sj|
∑
c∈Sj

F̃c(θj;Zc) (2.3)
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Table 2.1: Table of notations for Chapter 2

Notation Description
X Domain of original values
d(.) Distance metric on X
Y Domain of secrets

PrK [y|x] Probability that mechanism K reports x ∈ X as y ∈ Y
D Domain of the data points held by the users
k Number of clusters, hypotheses, and distributions
n Number of model parameters

f(.) f :Rn × D 7→ R≥0; Cost function
Pj Probability density function of the j th distribution
Zc Collection of data points held by client c
S∗
j Subset of clients whose data is sampled from Pj

Sj Estimate of S∗
j

θ∗j Minimizer of F (θj)
θj Parameter vector
θ̃∗j Estimate of θ∗j

F (θj) Expectation of f(.) over z ∼ Pj

F̃ (θj) Empirical estimate of F (θj)

F̃c(θj;Zc) F̃ (θj) evaluated on client’s c data points
θ̂
(t)
j,c Sanitized and updated j th parameter vector released by c

ξ̂c The sanitized update to the model parameters by c
Lε Lε:Rn 7→ Rn; Laplace mechanism providing ε-d-privacy

γε,n(r) Gamma distribution with shape n and rate ε
Sn(r) Surface of the sphere in Rn of radius r
Γ(.) Gamma function
ν Noise multiplier

1xn A unit vector in Rn

∆ A generic random vector
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with
F̃c(θj;Zc) =

1

|Zc|
∑
zi∈Zc

f(θ; zi) (2.4)

The cost function f :Rn×D 7→ R≥0 is applied on z ∈ D, parametrized
by the vector θj ∈ Rn. Thus, the optimization aims to find, ∀ j ∈ [k],

θ̃∗j = argmin
θj

F̃ (θj) (2.5)

Considering the notation-heavy nature of this Chapter, a summary of
the main notational elements specific to this discussion can be found in
Table 2.1.

2.2.2 Local differential privacy and federated learning
Recall differential privacy [Dwork et al., 2006] was introduced as a prop-
erty of queries of statistical databases to measure information leakage, and
it is used to formalize privacy guarantees by mathematically ensuring that
the output of a given query does not change (in probabilistic terms) irre-
spective of whether a specific record is contained in it or not. Refer to
Section 1.2 for a more detailed discussion and the corresponding defini-
tion.

To mitigate one of the major drawbacks of the central model of DP,
which is that it requires a dependency on a trusted central server, a local
variant of the central model has been studied recently by the community
and called local differential privacy (LDP) [Duchi et al., 2013], where the
users locally obfuscate their data and send the noisy data to the server such
that a particular entry of a user’s data probabilistically does not have an
impact on the outcome of the query.

Definition 3 (Local differential privacy). Let X and Y denote the spaces
of the original and the perturbed noisy data, respectively 1. A mechanism
M provides (ε, δ)-local differential privacy if, for all x, x′ ∈ X , and all
measurable S ⊆ Y , we have:

Pr [M(x) ∈ S] ≤ eε Pr [M(x′) ∈ S] + δ (2.6)

The local model for differential privacy [Kasiviswanathan et al., 2011;
Duchi et al., 2013] can be derived from Definition 1 when x, x′ are taken

1Usually in LDP X and Y are discrete domains but for the sake of uniformity with the
other definitions we extend LDP to continuous domains.
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to be datasets of only one record. Therefore LDP is a stronger condition as
it requires the mechanism to satisfy DP for any two values of the domain
of data X .

There are different approaches studied in the literature that apply DP
in machine learning [Shokri and Shmatikov, 2015a; Abadi et al., 2016;
McMahan et al., 2017b], but, possibly, one of the most successful lines
of work is based on evaluating how much each user participating in the
training dataset has contributed to the trained model. Essentially, gradient-
based optimization of a machine learning model, parametrized by θ, works
by computing the gradient of a loss function ∇f(θ, z) with respect to θ,
for a number of iterations, evaluated over a batch of z, and updating the
parameters according to the (stochastic) gradient descent algorithm [Bot-
tou, 2012]. If ∥∇f(θ, z)∥2 is clipped to a value gmax, then the function
querying the dataset has bounded sensitivity and, thus, the Gaussian mech-
anism with the properties described in [Abadi et al., 2016] can be applied
to sanitize the queries to a user’s data point z.

In the context of FL, the procedure described in [McMahan et al.,
2017b; Andrew et al., 2021] requires the clients to perform a few itera-
tions of gradient descent over their local datasets Zc and only report the
difference in the parameter vector before and after the update, clipped in
norm to a value gmax, to the central server. The server then applies the
Gaussian mechanism to compute sanitized average updates to the model
parameters, thus preserving DP with a preferred privacy level.

2.2.3 d-privacy
d-privacy [Chatzikokolakis et al., 2013] is a generalization of DP for any
domainX , representing the space of original data, endowed with a distance
measure d:X 2 7→ R≥0, and any space of secrets Y . In particular:

Definition 4 (d-privacy). A random mechanism R : X 7→ Y is called ε
d-private if for all x1, x2 ∈ X and measurable S ⊆ Y:

Pr [R(x1) ∈ S] ≤ eεd(x1,x2) Pr [R(x2) ∈ S] (2.7)

Note that when x1, x2 are elements of the domain of databases, and
d is the distance on the Hamming graph of their adjacency relation, then
Definitions 1 and 4 are equivalent, reducing the applicability of d-privacy
to that of DP. It is also worthy of note that, in general, X and Y may
be different. However, in the context of this study, we have the space of
original data and the space of secrets to be the same, i.e., X = Y .
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This notion of metric-based privacy has been found particularly effec-
tive in the context of location privacy [Chatzikokolakis et al., 2013; Andrés
et al., 2013], where X = R2 and d is the Euclidean distance. The authors
show how the formal privacy guarantees degrade gracefully with the dis-
tance between two points, which is especially beneficial when the service
provider or the server is interested in an approximate value of the true loca-
tion of the users, thus striking a balance between the privacy level required
by the users and the statistical accuracy of their reported values. This ap-
proach differs from that of DP, preferable only when an aggregated infor-
mation is required. To sanitize the values in X , [Chatzikokolakis et al.,
2013] introduces a generalized Laplace mechanism, although an analytical
form of the probability distribution for, or the sampling procedure from, a
domain in Rn, for n > 2, has not been presented. It is worth noting that
the clients may decide the standard deviation of the noise they choose to
inject to their real data based on a radius within which they want to be in-
distinguishable. For instance, providing a sanitized location with a noise
of standard deviation in the order of 1 km may be sufficient for a user to
report her rough location to query for suggestions on nearby restaurants to
a service provider, and at the same time concealing her exact coordinates.

2.2.4 Fairness

With the recent surge of interest in building ethical ways to train machine
learning models, the topic of fairness in machine learning has been in the
spotlight, and, correspondingly, various metrics and algorithms to quantify
and establish fairness in model training have been studied from a variety of
perspectives and in different contexts [Verma and Rubin, 2018; Hanna and
Linden, 2009; Makhlouf et al., 2021]. Most fairness metrics consider the
simple case of having a privileged group and an unprivileged group in the
population. Under this assumption, typically one attribute of the dataset
is selected as a sensitive attribute (e.g., gender, race, etc.) that defines the
privileged and the unprivileged groups. The goal of fairness in machine
learning is to ensure fair and non-discriminated results regardless of an
individual’s association with any sensitive attributes. The two main no-
tions of fairness considered by the community are individual fairness and
group fairness: Individual fairness [Dwork et al., 2012] claims that similar
individuals should be treated similarly, and group fairness requires that dif-
ferent demographic subgroups should receive equal treatment with respect
to their sensitive attributes. While both notions of fairness are important,
we will focus on group fairness because our goal is to analyze and miti-
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gate the potential bias against certain groups (e.g. demographic groups)
through personalization techniques. The following metrics are considered
for evaluating group fairness, and they refer to the outcome of classifica-
tion tasks in machine learning, where Ŷ = 1, Ŷ = 0 is used to represent
the positive and negative prediction respectively, while S = 1, S = 0 to
represent the privileged and unprivileged groups.

Definition 5 (Demographic parity [Dwork et al., 2012]). Demographic
parity is achieved by a system when the prediction Ŷ of the target label
Y is statistically independent of the sensitive attributes S, i.e.,

Pr
[
Ŷ = 1|S = 1

]
= Pr

[
Ŷ = 1|S = 0

]
(2.8)

Imposing demographic parity has often a strong negative impact on ac-
curacy, and, consequently, more refined notions were proposed afterward.
In particular:

Definition 6 (Equalized odds). A system satisfies equalized odds if its pre-
diction Ŷ is conditionally independent of the sensitive attribute S given the
target label Y and y ∈ {0, 1}:

Pr
[
Ŷ = 1|Y = y, S = 1

]
= Pr

[
Ŷ = 1|Y = y, S = 0

]
(2.9)

In other words, the notion of equalized odds requires the privileged
and unprivileged groups to have equal true positive rates and equal false
positive rates. Equal opportunity is a relaxation of equalized odds, in the
sense that it only requires equal true positive rates across the groups.

Definition 7 (Equal opportunity [Hardt et al., 2016]). Equal opportunity is
satisfied by a system if its prediction Ŷ is conditionally independent of the
sensitive attribute S given the target label Y

Pr
[
Ŷ = 1|Y = 1, S = 1

]
= Pr

[
Ŷ = 1|Y = 1, S = 0

]
(2.10)

In practice, however, it is difficult to obtain perfect equality for any
of the aforementioned notions. Hence, typically the aim is to minimize
the absolute value of the difference between the privileged and unprivi-
leged groups, rather than requiring this difference to be exactly zero. For
instance, the demographic parity difference is defined as∣∣∣Pr [Ŷ = 1|S = 1

]
− Pr

[
Ŷ = 1|S = 0

]∣∣∣ (2.11)

and similarly for the equalized odd difference and equal opportunity dif-
ference.
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2.3 Related works

With the generalized Federated Averaging algorithm [Konečny et al., 2016a;
Reddi et al., 2020] to solve the empirical risk minimization problem in
Equation (2.5), an aggregated global model is optimized iteratively by a
series of communications between a central server and a subset of clients
where the local datasets reside. In each round, the server communicates the
current state of the global model and the participating clients run a number
of local optimization steps before communicating back to the server the
updated model or the differential update. This approach has been shown to
be under-performing when the local datasets are samples of non-congruent
distributions, failing to minimize both the local and global objectives at the
same time.

The need for personalized federated learning, therefore, emerged as
a means to address this issue, with many different techniques being pro-
posed. In [Mansour et al., 2020], the authors suggest three methods for
personalization based on clustering, model interpolation, and data interpo-
lation. The idea of hypothesis-based clustering is also studied in [Ghosh
et al., 2020], which further provides convergence guarantees of the popu-
lation loss function. The clustering of participating clients to give rise to
a personalized model is also the approach taken in [Sattler et al., 2020],
which goes on to introduce a meta-algorithm to determine whether the
clients belong to non-congruent distributions, whether the federated opti-
mization has reached minimums of both the clients’ and server’s objec-
tives, and a method for clustering based on the cosine similarity of the
updates.

In the works introduced above, the claims of privacy protection derive
from the local raw data of the clients not being disclosed throughout the
communication rounds between the server and the clients. As discussed
in [Dwork et al., 2014a], disclosing any answer to a deterministic query
can release private information and relying on the “release of summary
statistics” argument (i.e. releasing only model updates instead of releasing
clients’ raw data) can have dramatic effects on the privacy of individuals.

To confront this issue, a number of works have focused on the priva-
tization of the (federated) optimization algorithm under the framework of
DP [Abadi et al., 2016; Geyer et al., 2017; McMahan et al., 2017b; An-
drew et al., 2021], thus providing formal guarantees that the learned model
will not depend too much on the presence or absence of a particular user’s
record in the dataset used in the federated optimization. The model of
the attacker is thus reduced to an honest but curious adversary who only
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has access to the trained model [Abadi et al., 2016; Andrew et al., 2021;
McMahan et al., 2017b]. However, in this setting, no protection is ensured
against the server and any possible man-in-the-middle attacker between
the clients and the server who might access the clients’ updates. This has
been shown to be problematic as a malicious adversary with only access
to the model updates sent by the clients has enough information to recon-
struct samples from the local datasets [Zhu et al., 2019]. In [Bonawitz
et al., 2016], the authors addressed this concern of communicating non-
privatized updates to a central server by introducing a cryptographically
secure aggregation protocol for the central server to compute the updated
global model state from the encrypted client’s updates, but at the cost of in-
creased communication and computation requirements for both the clients
and the server.

Since various kinds of communication constraints form some of the
most defining characteristics of the FL setting, other works examined,
instead, the use of local differential privacy mechanisms for protection
against any strong adversary that may have access to the clients’ updates
[Truex et al., 2020; Zhao et al., 2020]. One such example is [Truex et al.,
2020] which obfuscates each parameter within a certain adaptively-defined
range of values and adopts a parameter shuffling mechanism to amplify
the privacy guarantees being motivated by the shuffle model of DP [Bittau
et al., 2017], which has been extensively studied of late in the literature
[Sommer et al., 2019; Cheu et al., 2019; Cheu and Zhilyaev, 2021; Er-
lingsson et al., 2019, 2020; Balle et al., 2019, 2020; Meehan et al., 2021;
Koskela et al., 2021b; Kairouz et al., 2016; Koskela et al., 2021a; Feldman
et al., 2020]. It must be noted that the mechanism in [Truex et al., 2020]
requires each parameter of the local model to be uploaded to the server
one at a time, which can drastically increase the wall clock convergence
time of the algorithm when used to train modern machine learning models
which easily require millions of parameters.

In [Girgis et al., 2021] and [Erlingsson et al., 2020] the authors adopt
the framework of local differential privacy and exploit shuffling, subsam-
pling and other techniques to amplify the guarantees in terms of central
differential privacy. Notably, these techniques still rely on a trusted aggre-
gator. Work [Agarwal et al., 2018] examines quantization techniques used
for improving communication efficiency to establish local differential pri-
vacy guarantees against an untrusted or negligent aggregator. Relatively
to the works just mentioned, we highlight how the use of local differential
privacy with non-trivial guarantees would be problematic with personal-
ization, as, by definition, client updates belonging to the bounded domain
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Central Local Personali- Mild Assumptions Fairness
Privacy Privacy zation on Training Analysis

[McMahan et al., 2017b] ✓ × × ✓ ×
[Hu et al., 2020] ✓ ✓ ✓ × ×
[Truex et al., 2020] ✓ ✓ × ✓ ×
This Chapter ✓ ✓ ✓ ✓ ✓

Table 2.2: Qualitative comparison with the most relevant prior research on
the topic. More details are provided in Section 2.3.

of diameter 2 ·gmax should be indistinguishable up to a small multiplicative
factor. In [Hu et al., 2020] the authors address the problem of personalized
and locally differentially private federated learning, but for the simple case
of convex, 1-Lipschitz cost functions of the inputs. Note that this assump-
tion is unrealistic in most machine learning models, and excludes many
statistical modeling techniques, notably neural networks. Conversely, we
do not make these assumptions. In Table 2.2 is provided a qualitative com-
parison of this effort compared with the most relevant prior work on the
subject, in order to provide context of the problem and hand and its pro-
posed solution.

2.4 An algorithm for private and personalized
federated learning

The following section introduces our proposed algorithm for federated
learning with local guarantees to provide group privacy (Algorithm 1). Lo-
cality refers to the sanitization of the information released by the client
to the server, whereas group privacy refers to indistinguishability with re-
spect to a neighborhood of clients defined with respect to a certain distance
metric. Algorithm 1 is motivated from the Iterative Federated Clustering
Algorithm (IFCA) [Ghosh et al., 2020] and builds on top of it to provide
formal privacy guarantees. The main differences lie in the introduction of
the SanitizeUpdate function described in Algorithm 2 and k-means
for server-side clustering of the updated models.

The optimization strategy adopted here for the personalization of the
federated models is discussed in the works of [Ghosh et al., 2020] and
[Mansour et al., 2020] which converge to proposing similar algorithms in-
dependently. In summary, the intuition is to initialize a set of hypothe-
ses for the parameter vectors, one for each potential cluster. In the tth

iteration, a subset of users receive the hypotheses, following which, each
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participating user determines which one of them to optimize by evaluat-
ing which parameter vector yields the lowest cost over the local dataset.
The assumption is that users with similar data distributions will adopt the
same hypothesis. The updated models are then privatized before being re-
turned to the server for averaging. The server is now tasked with deciding
which models belong to the same cluster, in order to aggregate the cor-
responding parameter vectors. To do so, it performs k-means clustering
starting from a specific choice of centroids, providing fast convergence.
Estimating the clusters is effective under the assumption that the sani-
tized update to the model parameters ξ̂

(t)
c is relatively smaller than the

difference between hypotheses at time t. With the notation described in
Equations (2.1) through (2.5) and adopted in Algorithm 1, it means that
∀ j, i ∈ [k] , j = j̄, j ̸= i, ∀ c ∈ C(t):

ξ̂(t)c :=
∥∥∥θ̂(t)j̄,c

− θ
(t)
j

∥∥∥
2
≪
∥∥∥θ(t)i − θ

(t)
j

∥∥∥
2

(2.12)

It is possible to see experimentally that these assumptions are mild and
typically verified with machine learning models with a small number of pa-
rameters and a careful tuning of the Laplacian noise, although the optimal
hypotheses depend of course on the (unknown) data distributions.

To introduce privacy guarantees in Algorithm 1, we deviate from the
standard implementation of IFCA [Ghosh et al., 2020; Mansour et al.,
2020] in the following ways:

1. We expect all the information leaving the users to be obfuscated lo-
cally before reaching the server.

2. Information about the number of samples a user trained the model
on is not disclosed at all.

3. Users do not communicate the cluster membership to the server. This
would be yet another information to sanitize, and we opt instead for
letting the server evaluate membership based on the already priva-
tized parameter vectors.

4. It follows that users cannot communicate ξ̂
(t)
c but the full sanitized

and updated parameter vector θ̂(t)
j̄,c

. In other words, Algorithm 1 can-
not rely on gradient averaging [Ghosh et al., 2020] and resorts to
model averaging.
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Algorithm 1 An algorithm for personalized federated learning with formal
privacy guarantees in local neighborhoods.

Require: number of clusters k; initial hypotheses θ(0)j , j ∈ [k]; number of
rounds T ; number of users per round U ; number of local epochs E;
local step size s; user batch size Bs; noise multiplier ν; local dataset
Zc held by user c.

1: for t = {0, 1, . . . , T − 1} do ▷ Server-side loop
2: C(t) ← SampleUserSubset(U )
3: BroadcastParameterVectors(C(t); θ(t)j , j ∈ [k])
4: for c ∈ C(t) do in parallel ▷ Client-side loop
5: j̄ = argminj∈[k] Fc(θ

(t)
j ;Zc)

6: θ
(t)

j̄,c
← LocalUpdate(θ(t)

j̄
; s;E;Zc)

7: θ̂
(t)

j̄,c
← SanitizeUpdate(θ(t)

j̄,c
; ν)

8: end for
9: {S1, . . . , Sk} = k-means(θ̂(t)

j̄,c
, c ∈ C(t); θ(t)j , j ∈ [k])

10: θ
(t+1)
j ← 1

|Sj |
∑

c∈Sj
θ̂
(t)

j̄,c
, ∀j ∈ [k]

11: end for

Algorithm 2 SanitizeUpdate obfuscates a vector θ ∈ Rn, with a Laplacian
noise tuned on the radius of a certain neighborhood and centered in 0.

1: function SANITIZEUPDATE(θ(t)
j̄
; θ

(t)

j̄,c
; ν)

2: ξ
(t)
c = θ

(t)

j̄,c
− θ

(t)

j̄

3: ε = n

ν∥ξ(t)c ∥
4: Sample ρ ∼ L0,ε(x)

5: θ̂
(t)

j̄,c
= θ

(t)

j̄,c
+ ρ

6: return θ̂
(t)

j̄,c

7: end function
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2.4.1 The Laplace mechanism under Euclidean distance
in Rn

In Algorithm 2, SanitizeUpdate requires a careful consideration as it
is the main privacy-preserving mechanism. All the server sees when a user
communicates back is a parameter vector θ ∈ Rn. Without implementing
the privacy mechanism, the true value from the user would be disclosed.
Therefore, the following part of the section presents the motivation for and
derivation of a particular flavor of the Laplace mechanism, and the heuris-
tic used in SanitizeUpdate to define the neighborhood of a client.

Motivation

From the literature on geo-indistinguishability [Andrés et al., 2013], we ex-
tend the Laplace mechanism with Euclidean distance for any metric space
Rn as described in Lemma 2. Note that there is no univocal definition
of the multivariate Laplace distribution, and many different results can be
considered generalizations of the univariate case. We resort to the Laplace
mechanism under Euclidean distance because of the two following rea-
sons:

i) Clustering is performed on θ with the k-means algorithm under Eu-
clidean distance. Since we define clusters or groups of users based
on how close their model parameters are under L2 norm, we are look-
ing for a d-privacy mechanism that obfuscates the reported values
within a certain group and allows the server to differentiate among
users belonging to different clusters.

ii) Consider an input-output relation of the kind y = f(x, θ) with f dif-
ferentiable with respect to θ. Its parameter vector θ is to be estimated
with Algorithm 1, such that it minimizes the Root Mean Square Er-
ror (RMSE) cost function

Fc =

√√√√√ |Zc|∑
i=1

(yi − f(xi, θ))2

|Zc|
=
∥Y − f(X, θ)∥2√

|Zc|
(2.13)

and X =
[
x1, . . . , x|Zc|

]T , Y =
[
y1, . . . , y|Zc|

]T , with |Zc| being the
number of data points held by client c. If a client releases to the
server its parameters θc sanitized by the addition of random vector
∆, we can evaluate how the cost function would change with respect
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to the non-sanitized communication. Dropping the multiplicative
constant we find:

∥Y − f(X, θc)∥2 − ∥Y − f(X, θc +∆)∥2 ≤
∥Y − f(X, θc)− Y + f(X, θc +∆)∥2 =

∥f(X, θc +∆)− f(X, θc)∥2 ≈∥∥f(X, θc) +∇f(X, θc)
T∆− f(x, θc)

∥∥
2
=∥∥∇f(X, θc)

T∆
∥∥
2
≤

∥∇f(X, θc)∥2 ∥∆∥2

(2.14)

Hence, we notice how we can bound such value proportionally to the
Euclidean norm of the random noise. Notably, it does not depend on
the direction of ∆. Thus, we require that points with the same bound
on the increase of the cost function (which are all points distant ∥∆∥2
from θc) will be sampled with the same probability.

Derivation

Lemma 2. Let Lε : Rn → Rn be the Laplace mechanism of the form
Lx0,ε(x) = Pr [Lε(x0) = x] = Ke−εd(x,x0) with d(x, x0) = ∥x− x0∥2.
The mechanism is ε d-private and

K =
εnΓ(n

2
)

2π
n
2Γ(n)

(2.15)

Proof. IfLx0,ε(x) = Ke−εd(x,x0) is a probability density function of a point
in Rn then there is a K such that

∫
Rn Lx0(x)dx = 1. We note that it

depends only on the distance from x0 and we can write Ke−εd(x,x0) =
Ke−εr where r is the radius of the ball in Rn centered in x0. Without loss
of generality, let us now take x0 = 0. The probability density of the event
x ∈ Sn(r) = {x : ∥x∥2 = r} is then p(x ∈ Sn(r)) = Ke−εrSn(1)r

n−1

where Sn(1) is the surface of the unitary ball in Rn and Sn(r) = Sn(1)r
n−1

is the surface of a generic ball of radius r. Given that

Sn(1) =
2πn/2

Γ(n
2
)

(2.16)

solving∫ +∞

0

Pr [x ∈ Sn(r)] dr =

∫ +∞

0

Ke−εrSn(1)r
n−1dr =

= K
2πn/2Γ(n)

εnΓ(n
2
)

= 1

(2.17)
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results in

K =
εnΓ(n

2
)

2π
n
2Γ(n)

(2.18)

where Γ(·) denotes the gamma function. By pluggingLx0,ε(x) = Ke−εd(x,x0)

in Equation 2.7:

Ke−εd(x,x1) ≤ eεd(x1,x2)Ke−εd(x,x2) (2.19)

eε(∥x−x2∥2−∥x−x1∥2) ≤ eε∥x1−x2∥ = eεd(x1,x2) (2.20)

One of the biggest advantages of d-privacy is that the level of privacy
can be derived for a repeated number of independent queries since it sat-
isfies the compositionality theorem [Dwork et al., 2014a], which is one of
the key properties for the applicability of DP and its variants for formaliz-
ing the privacy guarantee for a composition of independent queries.

Theorem 3. [Compositionality Theorem for d-privacy] Let Ki be (εi)-d-
private mechanism for i ∈ {1, 2}. Then their independent composition is
(ε1+ε2)-d-private, i.e., for every S1, S2 ⊆ Y and all x1, x

′
1, x2, x

′
2 ∈ X ,

we have:

Pr
K1,K2

[(y1, y2) ∈ S1 × S2|(x1, x2)]

≤ eε1 d(x1,x′
1)+ε2 d(x2,x′

2) Pr
K1,K2

[(y1, y2) ∈ S1 × S2|(x′
1, x

′
2)] (2.21)

Proof. Let us simplify the notation and denote:

Pi = Pr
Ki

[yi ∈ Si|xi]

P ′
i = Pr

Ki

[yi ∈ Si|x′
i]

for i ∈ {1, 2}. As mechanisms K1 and K2 are applied independently, we
have:

Pr
K1,K2

[(y1, y2) ∈ S1 × S2|(x1, x2)] = P1.P2

Pr
K1,K2

[(y1, y2) ∈ S1 × S2|(x′
1, x

′
2)] = P ′

1.P
′
2

Therefore, we obtain:

Pr
K1,K2

[(y1, y2) ∈ S1 × S2|(x1, x2)] = P1.P2

≤
(
eε1 d(x1,x′

1)P ′
1

)(
eε2 d(x2,x′

2)P ′
2

)
≤ eε1 d(x1,x′

1)+ε2 d(x2,x′
2) Pr

K1,K2

[(y1, y2) ∈ S1 × S2|(x′
1, x

′
2)]
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A heuristic for defining the neighborhood of a client

In the tth iteration, when a user c calls the SanitizeUpdate routine
in Algorithm 2, it has already received a set of hypotheses, optimized θ

(t)

j̄

(the one that fits best its data distribution), and got θ(t)
j̄,c

. It is reasonable to
assume that clients whose datasets are sampled from the same underlying
data distribution Pj̄ (as described in Section 2.2.1) will perform an update
similar to ξ

(t)
c .

Definition 8. For any model parametrized by θ ∈ Rn, we define its r-
neighborhood as the set of points in the parameter space which are at a L2

distance of at most r from θ, i.e., {ϕ ∈ Rn: ∥θ, ϕ∥2 ≤ r}

Definition 9. Clients whose models are parametrized by θ ∈ Rn in the
same r-neighborhood are said to be in the same group, or cluster.

Therefore, we require that points which are within the ξ(t)c -neighborhood
of θ̂

(t)

j̄,c
to be indistinguishable. To provide this guarantee, we tune the

Laplace mechanism such that the points within the neighborhood are ε∥ξ(t)c ∥2
differentially private. With the choice of ε = n/(νξ

(t)
c ), one finds that

ε∥ξ(t)c ∥2= n/ν, and we call ν the noise multiplier. It is straightforward to
observe that the larger the value of ν gets, the stronger the privacy guaran-
tee. Note that in order to derive this result, we exploited the fact that the
norm of the noise vector sampled from Laplace distribution is distributed
according to Equation (2.22) and its expected value is E [γε,n(r)] = n/ε.

2.4.2 Sampling from the Laplace mechanism
Exploiting the radial symmetry of the Laplace distribution, we note that, in
order to sample a point xs ∼ L0(x) in Rn, it is possible to first sample the
set of points distant d(x, 0) = r from x0 = 0 and then sample uniformly
from the resulting hypersphere. Accordingly, the p.d.f. of the event x ∈
Sn(r) = {x : ∥x∥2 = r} is then Pr [x ∈ Sn(r)] = Ke−εrSn(1)r

n−1, where
K is as in Lemma 2 and Sn(r) is the surface of the sphere with radius r in
Rn. Hence, we can write

γε,n(r) =
εne−εrrn−1

Γ(n)
(2.22)

which is the gamma distribution with shape n and scale 1/ε. Drawing from
γε,n(r) is implemented in multiple routines in common programming lan-
guages. Equation (2.22) represents the p.d.f. of sampling the hypersphere
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of radius ∥xs∥ = r ∼ γε,n(r). To sample a point uniformly from the corre-
sponding hypersphere one can sample 1xn ∈ Sn(1), a point from the hyper-
sphere of radius 1, and have that xs = 1xn ∥xs∥, where 1xn = xn

∥xn∥ . This
can be done operationally by sampling xn from the n-dimensional vector
whose components are sampled from a Gaussian distribution centered at 0
and with a variance σ2, i.e., xn ∼ Nn(0, σ

2) and letting 1xn = xn

∥xn∥ .

2.4.3 Component-wise variance
To better characterize the distribution in Lemma 2, we now proceed to
show how to derive the variance of each single component xi of x =
[x1, . . . , xn]

T .

Lemma 4. Let x ∼ L0,ε, x ∈ Rn as in Lemma 2 and r ∼ γε,n as in
Equation (2.22), then we have that the variance of the i-th component of x
is σ2

xi
= n+1

ε2
.

Proof. With r ∼ γε,n we have that, by construction,

E
[
r2
]
= E

[
n∑

i=1

x2
i

]
= nE

[
x2
i

]
= nσ2

xi
(2.23)

With the last equality holding since L0,ε is isotropic and centered in zero.
Recalling that

E
[
r2
]
=

d2

dt2
Mr(t)

∣∣∣∣
t=0

(2.24)

with Mr(t) the moment generating function of the gamma distribution γε,n,

d2

dt2

((
1− t

ε

)−n
)∣∣∣∣∣

t=0

=

=
n(n+ 1)

ε2

(
1− t

ε

)−(n+2)
∣∣∣∣∣
t=0

=

=
n(n+ 1)

ε2

which leads to

σ2
xi
=

n+ 1

ε2
(2.25)
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2.4.4 Limitations of the Laplace mechanism in very high
dimensional spaces

As already described in Section 2.2.3 and 2.4.1, d-privacy provides dif-
ferential privacy guarantees to a point x0 ∈ X , with privacy parameter
at most εr, with respect to any point x, such that d(x, x0) ≤ r. These
local differential/d-privacy guarantees for federated learning models are a
desirable feature which would make any information disclosure from the
client to the server indistinguishable up to a certain multiplicative factor.
Local DP mechanisms ensure also central DP, and thus would provide its
guarantees as well. However, LDP is notoriously hard to achieve while
maintaining the utility of the queries. In [Bassily et al., 2017] are evalu-
ated the lower bounds of the error on the estimate of a counting query under
both local and central DP with the Laplace mechanism. They are found to
be O(1/ε) and Ω(

√
N/ε) respectively, which for the latter depend on the

number of participating individuals N . In the context of federated learn-
ing though, where individual information is aggregated e.g. by average,
the Central Limit Theorem would yield a reduction of the standard devi-
ation of the aggregate error by

√
N in the local model. Instead, we want

to highlight what we consider to be the hardest obstacle in providing LDP
guarantees in federated learning.

Assume that we want to sanitize information locally with the Laplace
mechanism defined in Lemma 2. With the results found in Section 2.4.2
we see that each point x ∈ Rn would be sanitized by the addition of a
vector ρ whose norm is distributed as ∥ρ∥2 ∼ γε,n(r). Its mean is found
to be E [γε,n(r)] = n/ε, and we highlight the linear dependency on n.
In large machine learning models where the number of parameters easily
reach a few million, this would completely destroy utility, as maintaining
LDP with small ε values would require noise levels that dwarf the true val-
ues of the parameters. Indeed, in Section 2.5.1 we conduct experiments on
model architecture leading to θ ∈ R1206590, and we can see that maintain-
ing low levels of the LDP parameters would destroy the model’s accuracy.
Conversely, maintaining high utility would yield huge values of LDP pa-
rameters, rendering formal LDP guarantees practically meaningless.

However, in the case of federated machine learning, the typical white-
box attack is the Deep Leakage from Gradients (DLG) [Zhu et al., 2019].
In our experiments, we have empirically verified that we can achieve a
strong defense against this kind of attacker while maintaining a good level
of accuracy.
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2.5 Experiments

All the following experiments are run on a local server running Ubuntu
20.04.3 LTS with an AMD EPYC 7282 16-Core processor, 1.5TB of RAM,
and 8× NVIDIA A100 GPUs. Python and PyTorch are the main software
tools adopted for simulating the federation of clients and their correspond-
ing collaborative training. These experiments are structured to first evalu-
ate the utility-privacy trade-off, and then to connect the research with the
existing fairness metrics already discussed in the past sections.

2.5.1 Characterizing privacy

Synthetic data

The first experiment tests Algorithm 1 on synthetic data generated from a
linear mapping with a set of predetermined optimal parameters. In partic-
ular, we generate data according to k = 2 different distributions

y = xT θ∗1 + u; u ∼ Uniform [0, 1) (2.26)

y = xT θ∗2 + u; u ∼ Uniform [0, 1) (2.27)

with θ∗1 = [+5,+6]T , θ∗2 = [+4,−4.5]T . A total of 100 users holds 10
samples each, drawn from either one of the distributions. They participate
in a training of two initial hypotheses which are sampled from a Gaussian
distribution centered in 0 and unit variance at iteration t = 0. A total of
U = 7 users are asked to participate in the optimization at each round and
train locally the hypothesis that fits better their dataset for E = 1 epochs
each time. The noise multiplier is set to ν = 5. Local step size s = 0.1
and a batch size Bs = 10 complete the required inputs to the algorithm. To
verify the training process, another set of users with the same characteris-
tics are held out from training to perform validation and stop the federated
optimization once the is no improvement in the loss function in Equation
(2.13) for 6 consecutive rounds. Results of the training process are shown
in Figures 2.1g, 2.1h, 2.1i. Note that the real clients’ parameters would not
be visible to the server but are drawn on the plots for clarity. Although at
first the updates seem to be distributed all over the domain, in just a few
rounds of training the process converges to values very close to the two
optimal parameters. With the heuristic presented in Section 2.4.1 it is easy
to find that whenever a user participates in an optimization round it incurs
a privacy leakage of at most n/ν = 2/5 = 0.4, in a differential private
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sense, with respect to points in its neighborhood. Using the result in The-
orem 3 clients can compute the overall privacy leakage of the optimization
process, should they be required to participate multiple times. With the
uniform sampling of the clients (without replacement) that was used in
this experiment, the maximum composed value of the privacy leakage was
2.4. For any user, whether to participate or not in a training round can be
decided right before releasing the updated parameters, in case that would
increase the privacy leakage above a threshold value decided beforehand.

In a concise ablation study, we assess how training progresses when
two characteristic features of Algorithm 1 are removed:

• the privatization of the client parameters

• model personalization

In Figure 2.1d, 2.1e, 2.1f no sanitization is performed on the updated pa-
rameters sent by the users and the optimization terminates with the clients
very close to the optimal parameters. This is reflected in the validation loss
reaching the lowest value among the three cases. We highlight, though,
how it is still in the same order of magnitude as the sanitized case.

In Figure 2.1a, 2.1b, 2.1f the clients are left to optimize the initial hy-
potheses without personalization, and we find that the validation loss is
considerably larger than both the non-sanitized and sanitized case. This
is evident also as the real client parameters transmitted to the server con-
verge somewhere in between the optimal parameters. Further, in Figure 2.2
is provided the increase in the maximum value of privacy leakage clients
incur, per cluster.

Hospital charge data

This experiment is performed on real-world data, specifically, the Hospital
Charge Dataset published by the Centers for Medicare and Medicaid Ser-
vices of the US Government. It contains data about charges for the 100
most common inpatient services and the 30 most common outpatient ser-
vices. It shows a great variety of charges applied by healthcare providers
with details mostly related to the type of service and the location of the
provider. Preprocessing of the dataset includes a number of procedures,
the most important of which are described here:

i) Selection of the 4 most widely treated conditions, which amount to
simple pneumonia; kidney and urinary tract infections; heart failure
and shock; esophagitis and digestive system disorders.
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Figure 2.1: Learning federated linear models with: (a, b, c) one initial hy-
pothesis and non-sanitized communication, (d, e, f) two initial hypotheses
and non-sanitized communication, (g, h, i) two initial hypotheses and sani-
tized communication. The first two figures of each row show the parameter
vectors released by the clients to the server. The last figure of each row il-
lustrates the trend of the validation loss on clients and data not involved in
the optimization.
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Figure 2.2: For the experiment on synthetic data, this figure plots the max
privacy leakage over clients of the same cluster for a round of training.
Intervals with constant privacy leakage indicate that the clients with the
largest privacy leakage were not sampled (by chance) to participate in those
rounds.

ii) Transformation of ZIP codes into numerical coordinates in terms of
longitude and latitude.

iii) Setting as target the Average Total Payments, i.e. the cost of the
service averaged among the times it was given by a certain provider.

iv) As it is a standard procedure in the context of gradient-based op-
timization, dependent and independent variables are brought to be
in the range of the units before being fed to the machine learning
model. Note that this point takes the spot of the common feature nor-
malization and standardization procedures, which we decided not to
perform here to keep the setting as realistic as possible. In fact, both
would require the knowledge of the empirical distribution of all the
data. Although it is available in simulation, it would not be avail-
able in a real scenario, as each user would only have access to their
dataset.

To simulate a federated learning process, healthcare providers are here con-
sidered the set of clients willing to collaborate to train a machine learning
model. Given the preprocessing described above, the dataset results in
2947 clients randomly split into train and validation subsets with 70 and 30
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percent of the total clients each. The goal is to be able to predict the cost
that a service would require given where it is performed in the country, and
what kind of procedure it is. The model that was adopted in this context
is a fully connected neural network (NN) of two layers, with a total of 11
parameters and a Rectified Linear Unit (ReLU) activation function. Inputs
to the model are an increasing index that uniquely defines the healthcare
service and the longitude and latitude of the provider. The output of the
model is the expected cost. Tests have been performed to minimize the
RMSE loss on the clients selected for training (100 per round) and at each
round, the performance of the model is checked against a held-out set of
validation clients, from where 200 are sampled every time. If 30 validation
rounds are passed without improvement in the cost function, the optimiza-
tion process is terminated. To assess the trade-off between privacy, person-
alization, and accuracy, a different number of initial hypotheses has been
checked, as it is not known a priori how many distributions generated the
data. For the same reason, accuracy has been checked at different values
of the noise multiplier ν. Further, in order to decrease the variability of the
results, a total of 10 runs have been performed with different seeds for ev-
ery combination of the number of hypotheses and noise multiplier. Results
are shown in Figure 2.4.

When the federated training is performed with only 1 initial hypothe-
sis, the accuracy of the model is poor, which is indicative of the model not
being able to capture the variety of data distributions that is being fed with.
In fact, increasing to 3 the number of initial hypotheses for the parameter
vector leads to the biggest improvement on the RMSE loss. Additionally,
we can see that the model’s performance degrades with increasing values
of the noise multiplier (and therefore increasing ε’s), as expected. The
large variability in performance when the communication is sanitized with
ν ∈ {2, 3, 5}may be due to the assumption in Equation (2.12) failing to be
satisfied in certain runs, leading to all clients being grouped under a single
cluster, and reaching RMSE comparable to that obtained with only 1 initial
hypothesis. The best results in terms of both accuracy and low variability
are when the number of initial hypotheses is set to 5 and 7. Although a pre-
scriptive characterization of the decrease in the model’s performance with
varying noise multiplier levels is yet to be derived, we highlight how ex-
perimentally there are regions of the hyper-parameter space (i.e. the choice
of ν and the number of initial hypotheses) where a reasonable compromise
can be found between privacy and model personalization.

Finding the privacy leakage is straight-forward, as each time a user is
required to participate in a training round it will enjoy ε∥ξ(t)c ∥2= n/ν =
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Hypotheses

Noise Multiplier 7 5 3 1
0 -, - -, - -, - -, -

0.100 517.0, 1551.0 418.0, 1342.0 473.0, 1386.0 528.0, 1540.0
1 36.3, 126.5 40.7, 127.6 44.0, 138.6 49.5, 147.4
2 15.4, 57.8 14.3, 54.5 22.0, 69.3 21.5, 66.6
3 7.7, 32.3 8.4, 36.7 12.5, 40.0 12.1, 40.0
5 5.7, 21.3 5.9, 22.0 5.5, 21.6 5.3, 20.9

Table 2.3: Regarding the experiment on hospital charge data, for every
combination of Noise Multiplier × Number of Hypotheses, the median
and maximum local privacy budgets are reported, over the whole set of
clients. These values are averaged over 10 runs with different seeds. ν = 0
means no privacy guarantee and infinite privacy leakage.

11/ν differential privacy with any point in its ξ(t)c -neighborhood. Accord-
ingly, Figure 2.3 provides the empirical privacy leakage distribution of the
clients involved in a particular training configuration, whereas Table 2.3
shows privacy leakage statics over multiple rounds and for all configura-
tions.

FEMNIST image classification

In this Section we evaluate how Algorithm 1 behaves when tested be-
yond the scope of its applicability, as described in Section 2.4.4. The
task consists of performing image classification on the FEMNIST [Cal-
das et al., 2018] dataset, which is a standard benchmark dataset for fed-
erated learning, based on EMNIST [Cohen et al., 2017] and with the data
points grouped by user. It consists of a large number of images of hand-
written digits, lower and upper case letters of the Latin alphabet. As a
pre-processing step, images of client c are rotated 90 degrees counter-
clockwise depending on the realization of the random variable rotc ∼
Bernoulli(0.5). This is a common practice in machine learning to simu-
late local datasets held by different clients being generated by very differ-
ent distributions [Ghosh et al., 2020; Goodfellow et al., 2013; Kirkpatrick
et al., 2017; Lopez-Paz and Ranzato, 2017].

The chosen architecture is described in Table 2.5 and yields a parame-
ter vector θ ∈ Rn0 , n0 = 1206590. Runs are performed with a maximum
of 500 rounds of federated optimization unless 5 consecutive validation
rounds are conducted without improvements on the validation loss. The
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Figure 2.3: For the experiment on hospital charge data, this histogram
plots the empirical distribution of the privacy budget over the clients in a
particular configuration: ν = 3, 5 initial hypotheses, seed = 3, r is the
radius of the neighborhood, and the total number of clients is 2062.

latter is evaluated on a held-out set of clients, consisting of 10% of the
total number. Validation is performed every 5 training rounds, thus the
process terminates after 25 rounds without the model’s performance im-
provement. The optimization process aims to minimize either the RMSE
loss or the Cross Entropy loss [Zhang and Sabuncu, 2018] (to further depart
from earlier assumptions) between the model’s predictions and the target
class. Results are presented in Table 2.4. For Cross Entropy, we see a wide
range of ν values with comparable average accuracy. In particular, the
best-performing model is being trained with a non-zero noise multiplier,
which may be explained by a regularizing effect of the additive noise. This
is especially true for the RMSE loss, where the best-performing model is
trained with ν = 3. For all the runs, we highlight a generally low standard
deviation in the results.

Note that with the choice of the range of noise multipliers ν the cor-
responding value for the privacy leakage ε∥ξ(t)c ∥2= n/ν = n0/ν would
be enormous, and would not provide any meaningful guarantee, in theory.
As already mentioned in Section 2.4.4, that is true as long as we want to
use the Laplace mechanism to be effective against any adversary. Still, it
is possible to validate, in practice, whether it can protect against a specific
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Figure 2.4: RMSE values for models trained with Algorithm 1 on the Hos-
pital Charge Dataset. Error bars show the empirical standard deviation.
Lower RMSE values are better for accuracy.

attack: DLG [Zhu et al., 2019]. The threat model for this attack is very
fitting for a federated learning scenario. In brief: An honest-but-curious
server communicates to a set of clients the parameter vector θ(t)

j̄
(among

the other k−1 hypotheses) at iteration t and receives the updated model pa-
rameters θ(t)

j̄,c
from client c. The server can easily retrieve the true parameter

update ξ(t)c = θ
(t)

j̄,c
− θ

(t)

j̄
if no sanitization is performed. Under the assump-

tion that the client performs one single optimization step, this results in
the gradient scaled down by the local step size. The server then tries to
recreate the input samples that generated such a gradient. The process of
gradient matching can be cast into a nonlinear minimization problem and
be solved itself by gradient descent.

If sanitization is performed, the server is left with matching a corrupted
gradient. In [Zhu et al., 2019] the authors evaluate disturbing the gradient
with Gaussian and Laplace (with L1 distance) noise as a privacy mecha-
nism. In the following, we evaluate if the distribution of the Laplace mech-
anism (under L2 distance) in Lemma 2 is effective in protecting from the
DLG attack. In order to be on the safe side, tests were conducted with the
best possible conditions for the attacker: a modified model architecture, so
that DLG conditions are met (e.g. all activation functions are replaced with
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the sigmoid non-linearity to have a twice-differentiable model); batch size
reduced to 1, as the gradient matching optimization problem is easier to
solve in this setting; and a single local optimization step. Since the gradi-
ent can vary widely for parameters in different layers of the neural network,
we apply the Laplace mechanism independently on the parameter vector of
each NN layer and communicate to the server the collection of sanitized
parameter vectors. The practice of sanitizing each layer independently has
already been effectively evaluated in [Liu et al., 2020].

In Figure 2.5 results are reported for application of the noise multiplier
values adopted also in Table 2.4. When ν = 10−3 the ground truth image
is fully reconstructed. Up to ν = 10−1 we see that at least partial recon-
struction is possible. Finally, for ν ≥ 1 we see that, experimentally, the
DLG attack fails to reconstruct input samples.

Cross Entropy loss RMSE loss
Noise

Multiplier
Average

Accuracy
Standard
Deviation

Average
Accuracy

Standard
Deviation

0 0.832 ± 0.012 0.801 ± 0.001
0.001 0.843 ± 0.006 0.813 ± 0.014
0.01 0.832 ± 0.017 0.805 ± 0.008
0.1 0.834 ± 0.026 0.808 ± 0.019
1 0.834 ± 0.014 0.814 ± 0.012
3 0.835 ± 0.017 0.825 ± 0.010
5 0.812 ± 0.016 0.787 ± 0.003
10 0.692 ± 0.002 0.687 ± 0.014
15 0.561 ± 0.005 0.622 ± 0.003

Table 2.4: Average classification accuracy and standard deviation of a con-
volutional neural network over three runs seeded with different values. Ex-
periments tested the effect of increasing noise values on the validation ac-
curacy.

2.5.2 Fairness analysis
In this section, we analyze how group fairness improves with the person-

alization of the trained models under d-privacy guarantees when there are
two groups with different data distributions. Experiments were performed
on synthetic data and the FEMNIST image classification dataset that was
used in the last Section. To ensure a thorough evaluation, we considered a
variety of group fairness metrics in the experiments. In particular, we mea-
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Figure 2.5: Effects of the Laplace mechanism in Lemma 2 with different
noise multipliers (ref) as a defense strategy against the DLG attack.

Layer Properties

2D Convolution

kernel size: (2,2)
stride: (1,1)

nonlinearity: ReLU
output features: 32

2D Convolution

kernel size: (2,2)
stride: (1,1)

nonlinearity: ReLU
output features: 64

2D Max Pool
kernel size: (2,2)

stride: (2,2)
nonlinearity: ReLU

Fully Connected
nonlinearity: ReLU

units: 128

Fully Connected
nonlinearity: ReLU

units: 62

Table 2.5: NN architecture adopted in the experiments of Section 2.5.1
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sured the fairness with respect to equal opportunity, equalized odds [Hardt
et al., 2016], and demographic parity [Dwork et al., 2012] as explained in
Section 2.2.4.

In particular, in Figures 2.7 and 2.8, the X-axis denotes the noise mul-
tiplier ν representing the amount of d-private noise added to the local up-
dates as explained in Section 2.4.1 and the Y -axis denotes the absolute
value of the difference in fairness between the privileged and unprivileged
groups with respect to the different metrics of group fairness that we con-
sidered.

Synthetic data

Synthetic data was generated in a method similar to that in Section 2.5.1
with the following modifications to enable ourselves to investigate the as-
pect of group fairness fostered by our method:

• Total number of users is 1000 and each user holds 10 samples. 800
users have data that is generated according to distributions y = xT θ1+
u and u ∼ Uniform [0, 1), i ∈ {1, 2}, and set as a privileged major-
ity group g1. The remaining 200 users have data that is generated
according to distribution y = xT θ2+15+u and u ∼ Uniform [0, 1),
i ∈ {1, 2}, and set as an unprivileged minority group g2. In this case,
the sensitive attribute considered to evaluate fairness is the group id
G where G ∈ {g1, g2}.

• For binary classification, we set labels by using the z = Sigmoid(Y ),
y, ŷ ∈ Y . In the case of g1, we assign the label 1 if the value of
z is greater than or equal to 0.5 and assign the label 0 otherwise.
On the other hand, in the case of g2, the label 1 is assigned when
the z = Sigmoid(Y − 15), ∀ y, ŷ ∈ Y is less than or equal to 0.5,
and the label 0 is assigned otherwise. This setting simulates a sce-
nario where discrimination based on sensitive attributes occurs, simi-
lar to real-world situations where one group might experience higher
loan rejection rates than another group with equivalent qualifications
[Bartlett et al., 2022]. Thus, in our experiment, label 1 could be in-
terpreted as “loan approved” and label 0 as “loan denied”. The data
generated in this way are shown in Figure 2.6.

We compared the fairness for two cases: one with a single hypothe-
sis (without personalization) and the other with 2 of hypotheses as 2 (with
personalization) in the framework of Algorithm 1. The results illustrated
by Figure 2.7 assert that the personalization of models (i.e., Algorithm 1)
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Figure 2.6: The first two plots from the left illustrate the spatial distribution
of the samples in g1 and g2, respectively, and the third plot shows g1 and g2
superimposed together in the same space.
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Figure 2.7: For the experiment with synthetic data, the figure shows the
comparison between the personalized and non-personalized models for
equal opportunity (a), equalized odds (b), and demographic parity (c), re-
spectively. Experiments were performed for noise multipliers ν of 0.1, 1,
2, and 4. For all the metrics of fairness and the values of the noise mul-
tiplier, the personalized model is seen to show improved fairness over the
non-personalized model.
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enhances the group fairness under all the metrics and all the levels of for-
mal privacy guarantees, compared to that of the non-personalized model.
A major reason behind this significant improvement of fairness by the per-
sonalized model is that unlike the non-personalized model, which trains
using data from both groups that are biased towards the majority group g1,
the personalized model training optimizes for each group’s data distribu-
tion without disregarding the effect of the minority group g2.

We also observe that fairness deteriorates as the value of the noise
multiplier increases, as we would expect. This is presumably due to the
decreasing influence of the minority group g2 as the amount of noise in-
sertion increases. This is consistent with the philosophy behind and the
definition of DP and its variants. Interestingly we further observe that
the personalized model ensures better fairness than the non-personalized
model even with the highest level of privacy protection. This shows that
personalization in FL under d-privacy can be a comprehensive solution to-
wards privacy-preserving and ethical machine learning as it provides both
privacy guarantees and enhanced fairness.

FEMNIST Image Classification

To evaluate the fairness of our method on real datasets, we consid-
ered FEMNIST image classification dataset in the same form as in Sec-
tion 2.5.1. As in experiments performed with the synthetic data in Sec-
tion 2.5.2, the size of the considered privileged and unprivileged groups
were different, denoting the existence of a majority and a minority in the
population. In this part, the rotated images are set as the unprivileged
group g2 with a total number of sampled users of 382 forming only 20% of
all users. In this case, the total number of sampled users in g2 is 382. The
remaining number of normally-oriented images constitute the privileged
group g1. Like in the case of synthetic data considered before, the group
membership was used to denote the sensitive attribute. In the case of g1,
we assign label 1 if the FEMNIST image label is even and 0 if it is odd.
And for the g2, we assign label 0 if the FEMNIST image label is even and
assign 1 if it is odd. The experimental results are given by Figure 2.8.

We observe that the personalized model training harbors significantly
better group fairness across all metrics compared to its non-personalized
counterpart. The change in fairness due to the amount of noise added was
not as notable as in the case of the synthetic dataset but it was still observed
to deteriorate with an increase in the value of the noise multiplier. Person-
alized model training in FL under the highest level of privacy is still ob-
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(c) Demographic parity difference

Figure 2.8: For the FEMNIST image classification task, the figure shows
the comparison between the personalized and non-personalized models in
the same settings described in Figure 2.7. The personalized model again
shows improved fairness over the non-personalized model.
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served to have better fairness across all the metrics than (non-personalized)
models trained in a classical FL framework even with no privacy, similar
to what we observed in the experiments with the synthetic data.

2.6 Conclusions
This work presents the challenging task of optimizing federated learning
models over the three dimensions of privacy, accuracy, and personaliza-
tion. The problem of preserving the privacy of individuals is treated under
the framework of d-privacy, which provides guarantees of indistinguisha-
bility that depend on the distance between any two points, thus eliminating
the need to establish an a priori sensitivity threshold. Here, such points
lie in the parameter space of machine learning models, which are sani-
tized and communicated to a central server for aggregation, in order to get
closer to the optimal parameters iteratively. Given that the data distribu-
tion among individuals is unknown, it is reasonable to assume a mixture of
multiple distributions. Clustering the sanitized parameter vectors released
by the clients with the k-means algorithm shows to be a good proxy for ag-
gregating clients with similar data distributions. This is possible because
d-private mechanisms preserve the topology of the domain of true values.
To that end, the Laplace mechanism under Euclidean distance was defined,
together with a procedure for sampling from its distribution. Experimental
results validate our claims and the limitations of the theory developed here
are discussed. In particular, our privacy-preserving mechanism has shown
to be promising when machine learning models have a small number of pa-
rameters. Although formal privacy guarantees degrade sharply with large
machine learning models, we show experimentally that the Laplace mech-
anism under Euclidean distance is still effective at least against the client’s
data reconstruction by DLG attack. We also evaluated the fairness of ma-
chine learning models using personalized federated learning and d-privacy,
assessing metrics like equal opportunity, equalized odds, and demographic
parity. Our findings show that personalized models enhance group fair-
ness across all metrics and privacy levels, unlike non-personalized models
which may be biased towards the majority group. Finally, we highlight
how the choice of d-privacy was crucial to achieve these results, as they are
a direct consequence of exploiting the distance-based guarantees of met-
ric privacy, which in turn does not require setting a pre-defined clipping
threshold.
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Chapter 3

Online optimization of the
sensitivity

In Chapter 1 we introduced the sensitivity trade-off in the context of the
Principal Component Analysis, which stemmed from tuning the clipping
threshold of the vectorized data inputs. Chapter 2 focused on the setting
of federated learning with averaging of the model parameters and distance-
depending privacy guarantees to avoid setting a pre-defined sensitivity. But
there are instances where distance-depending privacy guarantees are not
enough. In such cases, it is not always possible to rely on the techniques
described in Chapter 2, and machine learning models need to be trained
within the setting of standard differential privacy, regardless of the central-
ized or distributed nature of the optimization. In this chapter, we focus on
training machine learning models under differential privacy with gradient
descent, which involves constraining individuals’ contributions by capping
the ℓ2 norm of their gradient at a predetermined threshold. The choice of
the clipping threshold significantly hinges on factors such as the dataset,
model architecture, and even varies within the same optimization, demand-
ing meticulous tuning usually accomplished through a grid search. A grid
search methodically tests different combinations of settings for a model’s
hyperparameters, helping to fine-tune its performance based on specific
data and model requirements. To avoid privacy costs from multiple runs
during hyperparameter tuning, this chapter introduces a new method for
dynamically optimizing the sensitivity in DPML. We consider the clipping
threshold as a learnable parameter, creating a direct link between the sen-
sitivity and the cost function. This allows us to optimize it with gradient
descent, with minimal repercussions on the overall privacy analysis. Our
method is thoroughly assessed against alternative fixed and adaptive strate-
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gies across diverse datasets, tasks, model dimensions, and privacy levels.
Our results indicate that it performs comparably or better in the evaluated
scenarios, given the same privacy requirements expressed at a grid search
level. The research presented in this chapter resulted in the following pub-
lication:

• Filippo Galli, Catuscia Palamidessi, and Tommaso Cucinotta. On-
line sensitivity optimization in differentially private learning. In
Proceedings of the AAAI Conference on Artificial Intelligence, vol-
ume 38, pages 12109–12117, 2024b

3.1 Introduction

The choice of the gradient clipping threshold C is crucial in gradient-based
differentially private machine learning: on the one hand, large values intro-
duce noise levels that may slow down or hinder the optimization altogether;
on the other hand, small values introduce a bias in the average clipped gra-
dient with respect to the true average gradient and may leave the optimiza-
tion stuck in bad local minima. Figure 3.1 exemplifies the issue. Note that
the clipping bias is not only directed toward zero (as bounding the ℓ2 norm
may lead to believe), but depends, in general, on the distribution of the per-
sample gradients around the expectation [Chen et al., 2020]. Achieving an
optimal trade-off remains an ongoing challenge. Historically, researchers
have treated the clipping threshold as a parameter to be optimized, often
through a grid or random search, in order to assess the performance of
privacy-preserving models in the ideal conditions in which an oracle pro-
vides the optimal values for the hyperparameters. However, it is worth
noting that every additional gradient query to the dataset for optimization
purposes introduces a certain degree of privacy leakage. Of late though,
the implications of not accounting for privacy leakage over multiple runs
of a grid search have drawn more attention, leading to different accounting
strategies [Papernot and Steinke, 2022; Mohapatra et al., 2022; Liu and
Talwar, 2019]. The inherent challenges of increased privacy leakage and
computational overhead resulting from extensive hyperparameter searches
persist, necessitating further innovations to encourage broader adoption of
differentially private machine learning techniques. Therefore, we set out to
provide a strategy for the online optimization of the clipping threshold that
is privacy-preserving and computationally inexpensive, while maintaining
comparable or better performance on a set of tasks, datasets, and model ar-
chitectures. This chapter contributes to the state of the art in differentially
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private machine learning with the following key contributions:

• It investigates the sensitivity trade-off in differentially private learn-
ing in terms of cosine similarity between the sanitized and true gra-
dients, showing that at every iteration it is possible to determine a
fairly prominent optimal value

• It elaborates a strategy for the online optimization of the sensitivity,
taking from the literature on online learning rate optimization and
extending it to optimize the clipping threshold

• It establishes the corresponding techniques for doing so privately,
which requires allocating a marginal privacy budget, and

• It provides experimental results to validate this algorithm in multiple
contexts and against several relevant state-of-the-art strategies for
private hyperparameter optimization.

3.2 Background notions
First, let us formalize gradient-based learning. Gradient-based optimiza-
tion of (supervised) machine learning models typically implies finding the
optimal set of parameters θ ∈ Rn to fit a function ϕθ : X → Y to a dataset
D ∈ D of pairs zi = (xi, yi) ∈ X × Y , by minimizing an error function
f : Rn×D → R≥0. At time t, the iterative optimization process computes
the cost of mismatched predictions and updates the parameters towards the
nearest local minimum of f by repeated applications of the (Stochastic)
Gradient Descent (SGD) algorithm θt+1 ← θt − ρgt, with ρ the learning
rate, and

gt =
1

|B|
∑
zi∈B

∇θtf(ϕθt(xi), yi) (3.1)

being the average gradient of the error function with respect to the param-
eters, computed over the samples zi = (xi, yi) of the minibatch B ⊆ D.

For a broader discussion on differential privacy, we refer the reader to
Definition 1 and Section 1.2, but let us recall that to fit machine learn-
ing optimization within the definition of a differentially private random
mechanism (intended here in a broad sense to also include later generaliza-
tions [Dwork and Rothblum, 2016; Mironov, 2017]) the average gradient
in Equation (3.1) is sanitized by means of the Gaussian mechanism in The-
orem 1. In particular, if h : X → Rn is a function with ℓ2 norm sensitivity

53



Chapter 3. Online optimization of the sensitivity

Figure 3.1: The choice of clipping threshold C requires trading off a higher
clipping bias at small values, for larger Gaussian noise at large values. Here
the clipped, averaged, noised gradient of a CNN for character recognition
is compared with the true average gradient at different training iterations
t ∈ {100, 250, 500, 750, 950}. Note that for some values the sanitized
gradient may even have components pointing in the opposite direction w.r.t
the true gradient, corresponding to negative cosine similarity. The reported
value of cosine similarity is an average over 20 realizations of the Gaussian
mechanism.

S2(h), the DP approximation h̃(x) of h(x), x ∈ X , can be found as

h̃(x) = h(x) + η, η ∼ N (0, σ2I = S2
2(h)ν

2I) (3.2)

with ν the noise multiplier which depends only on the privacy parameters,
and N being a random normal distribution. Note that although we intro-
duced the notion of a noise multiplier in Chapter 2, and indeed they play
similar roles, the definitions are slightly different as they accommodate
slightly different DP definitions. Tuning the additive Gaussian noise im-
plies tuning its standard deviation proportionally to the ℓ2 norm sensitivity
of the query gt over the minibatch B. As, in general, ∥gt∥2 is not bounded
a priori, the per-sample gradients of the error function are clipped in norm
to a certain value Ct [Song et al., 2013; Bassily et al., 2014; Shokri and
Shmatikov, 2015b; Abadi et al., 2016] by applying the transformation

ḡt(zi) =
gt(zi)

max
(
1,

∥gt(zi)∥2
Ct

) (3.3)
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from which follows the sensitivity of the average clipped gradient, allow-
ing for the sanitization of the query at the tth iteration. The Gaussian mech-
anism lends itself to a refined analysis of the privacy leakage incurred in
its repeated application, which is essential in practical machine learning
with stochastic gradient descent to keep the overall privacy expenditure to
a minimum over multiple training epochs [Abadi et al., 2016; Wang et al.,
2019]. A similar procedure can be utilized to account for multiple runs
with different configurations in a grid search [Mohapatra et al., 2022].

3.3 Related works

This work draws from two main lines of research, namely hyperparameter
optimization in non-private settings and sensitivity optimization in differ-
entially private machine learning. While not exhaustive, the following list
of works provides an intuition of the research landscape around the method
described in Section 3.4.

Hyperparameter Optimization

Sub-gradient minimization strategies such as SGD iteratively approach the
optimal solution by taking steps in the direction of the steepest descent of
a cost function. For this heuristic to be effective, the length of each step
needs to be tuned by controlling the learning rate, which has been consid-
ered the “single most important hyperparameter” [Bengio, 2012]. Many
works have introduced strategies for its adaptive tuning, such as [Lydia
and Francis, 2019; Kingma and Ba, 2015], which adjust the per-parameter
value w.r.t. a common value still defined a priori. Conversely, other re-
search has exploited automatic differentiation to concurrently optimize the
parameters and hyperparameters [Maclaurin et al., 2015] via SGD. In par-
ticular, explicitly deriving the partial derivative of the cost function with
respect to the learning rate has been demonstrated to be an effective strat-
egy, and it has been discovered independently at different times [Almeida
et al., 1999; Baydin et al., 2018]. These works do not explore the private
setting and introduce general methods that are almost exclusively applied
to learning rate optimization, without addressing the choice of other hyper-
parameters. In [Mohapatra et al., 2022] instead, the authors study adaptive
optimizers in the differentially private setting, by analyzing the estimate of
the raw second moment of the gradient at convergence. Their objective is
to reduce the privacy cost of tuning the learning rate in a grid search, but
the clipping threshold is still treated as an additional hyperparameter.
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Sensitivity Optimization

As discussed in Sections 3.1 and 3.2, establishing the value of the clipping
threshold Ct is critical in differentially private machine learning, and treat-
ing this value as a hyper-parameter has largely been the preferred strat-
egy in the literature [Song et al., 2013; Bassily et al., 2014; Shokri and
Shmatikov, 2015b; Abadi et al., 2016]. Grid searching over the candidate
values can be tricky as gradient norms may span many orders of magni-
tude and the effects of more aggressive clipping are not easily predicted
before running an optimization. Considering also the increased privacy
costs of running multiple configurations, hyperparameter selection under
privacy constraints is a thriving research area [Papernot and Steinke, 2022;
Liu and Talwar, 2019; Mohapatra et al., 2022].

Adaptive clipping strategies have also been considered. [Andrew et al.,
2021] updates Ct during training to match a target quantile of the gradi-
ent norms, which is fixed beforehand. Although the optimal quantile is
still a hyper-parameter, its domain is limited to the [0, 1] ⊂ R interval.
Moreover, [Andrew et al., 2021] shows that adaptively updating Ct outper-
forms even the best fixed-clipping strategy. Additionally, as DP training
has been shown to disproportionally favor majority classes in a dataset
[Suriyakumar et al., 2021], tuning a target quantile instead of a fixed clip-
ping threshold may help at least in quantifying the issue, if not in solving it.
Note that although this strategy was introduced to train differentially pri-
vate federated machine learning models, the attacker is still modeled as an
honest-but-curious adversary and thus it relies on a central trusted server to
provide DP guarantees. Therefore, the clipping strategy in [Andrew et al.,
2021] can be used to train centralized machine learning models just by
switching from user-level to sample-level differential privacy [McMahan
et al., 2018b]. To further stress this point, note that although in [Andrew
et al., 2021] every single user clips the update and sends statistics to the
central server, from a differential privacy point of view this is identical to
the server performing these operations itself on the true per-user gradients.

3.4 Method

Inspired by the literature on online hyperparameter optimization discussed
in Section 3.3, the idea behind this method is to optimize the clipping
threshold based on the chain rule for derivatives, so that we can find what
change in Ct will induce a decrease in the cost function f(θt). Although
this strategy works in general for sub-gradient methods, we are going to
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explicitly derive the results for DP-SGD. Given the SGD update rule with
gradient clipping:

θt+1 = θt − ρ∇f(θt) (3.4)

= θt − ρ
1

|Bt|
∑
zi∈Bt

gt(zi)

max(1, ∥gt(zi)∥2 /Ct)
(3.5)

and we want to find:

∂f(θt)

∂C
=

∂f(θt)

∂θt

⊤ ∂θt
∂Ct

(3.6)

= ∇f(θt)⊤
∂θt
∂Ct

(3.7)

Recall that θt = θt−1 − ρ∇f(θt−1) and by assuming Ct ≈ Ct−1 we can
expand ∂θt

∂Ct
to find

∂θt
∂Ct

≈ ∂θt
∂Ct−1

=
∂ (θt−2 − ρ∇f(θt−2)− ρ∇f(θt−1))

∂Ct−1

And we have that

∂θt−2

∂Ct−1

= 0;
∂∇f(θt−2)

∂Ct−1

= 0

as quantities in the past (at time t − 2) do not depend on future quantities
(at time t− 1). This results in

∂θt
∂Ct

= −ρ∂∇f(θt−1)

∂Ct−1

(3.8)

∂f(θt)

∂Ct

= −ρ∇f(θt)⊤
∂∇f(θt−1)

∂Ct−1

(3.9)

Crucially, we don’t assume Ct ≈ Ct−2. We further emphasize how these
assumptions are common in optimization theory, as in [Almeida et al.,
1999; Baydin et al., 2018]. To find an explicit form for Equation (3.9), we
notice that the rightmost term is differentiable almost everywhere, with:

∂∇f(θt−1)

∂Ct−1

= qt−1 =
1

|Bt−1|
∑

zi∈Bt−1

qt−1(zi) (3.10)

and

qt−1(zi) =

{
gt−1(zi)

∥gt−1(zi)∥2
if ∥gt−1(zi)∥2 > Ct−1

0 otherwise
(3.11)
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where we highlight that ∥qt−1(zi)∥2 ∈ {0, 1},∀zi ∈ Bt−1 by definition of
the clipping function. Thus we find:

∂f(θt)

∂Ct

= −ρ∇f(θt)⊤
1

|Bt−1|
∑

zi∈Bt−1

qt−1(zi) (3.12)

resulting in the gradient descent update rule for the clipping threshold:

Ct+1 = Ct + ρcρ∇f(θt)⊤
1

|Bt−1|
∑

zi∈Bt−1

qt−1(zi) (3.13)

which is the dot product of the current average gradient with a masked ver-
sion of the last iteration’s average gradient, where all per-sample gradients
have either norm 0 or 1.

Notice we use the non-privatized version of the update rule to expand
Equation (3.7), i.e. we don’t explicitly account for the Gaussian noise com-
ing from the DP approximation in Equation (3.2). In fact, to account for
the Gaussian noise in our method means to introduce the random vector
in Equations (3.7) through (3.9). In particular, we would need to take
θt = θt−1 − ρ∇ℓ(θt−1) + γ, with γ ∼ N (0, C2k2I), for some privacy-
dependent k. Expanding, we find:

∂θt
∂C

=
∂ (θt−1 − ρ∇f(θt−1))

∂C
+

∂γ

∂C
; γ ∼ N (0, C2k2I)

=
∂ (θt−1 − ρ∇f(θt−1))

∂C
+

∂Ckγ̃

∂C
; γ̃ ∼ N (0, I)

where
∂Ckγ̃

∂C
=

∂C

∂C
kγ̃ + Ck

∂γ̃

∂C
= kγ̃

and thus
∂θt
∂C

=
∂ (θt−1 − ρ∇f(θt−1))

∂C
+ kγ̃

Note that the term kγ̃: i) has zero mean, ii) it is not needed from a privacy
perspective (as it is just a consequence of the DP sanitization of the average
gradient and because DP is immune to post-processing) and iii) it disturbs
the optimization with a k standard deviation Gaussian noise. For these
reasons, we take the expectation (which is E[kγ̃] = 0) and we do not
include it in the optimization. Nevertheless, recall that, ultimately, if an
increase in the sensitivity will induce a noise large enough to affect the
cost function, the clipping threshold will be reduced, by construction of
the method itself.
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On a separate but related matter, we highlight how having an adaptive
clipping strategy may still slow down convergence if the learning rate is
kept fixed at the starting value, considering the coupled dynamics of the
learning rate and the clipping threshold [Mohapatra et al., 2022]. Thus, we
use the same method to derive an update strategy for the learning rate ρt,
as in [Almeida et al., 1999; Baydin et al., 2018]:

∂f(θt)

∂ρt
=

∂f(θt)

∂θt

⊤ ∂θt
∂ρt

(3.14)

= ∇f(θt)⊤∇f(θt−1) (3.15)

which results in the dot product of the current and past clipped gradients,
yielding:

ρt+1 = ρt + ρrρ∇f(θt)⊤∇f(θt−1) (3.16)

Note obtaining the quantities in this last result does not require a ded-
icated procedure, as they are already a byproduct of SGD to optimize θt,
even in a non-private setting.

3.5 Privacy Analysis
When assuming a time-dependent Ct such as in [Andrew et al., 2021], it
is particularly useful to decouple the contributions of the sensitivity from
contributions of the privacy parameters (ε, δ) to the variance of the Gaus-
sian mechanism, as in Equation (3.2). Then, within the framework of
Rényi DP1 and given the results in [Mironov, 2017; Wang et al., 2019] one
can efficiently determine ahead of training time the values of noise multi-
plier to be applied at each iteration independently of the current value of Ct.
At the tth iteration there may be two sources of differential privacy leakage:
the computation of θt+1 in Equation (3.4) and the computation of Ct+1 in
Equation (3.13). Both can be sanitized with the DP approximation already
discussed, but the latter needs special attention. To sanitize Ct+1 with the
Gaussian mechanism (for reasons detailed in Proposition 1) we may uti-
lize ∇f(θt) ≈ ∇f̃(θt), effectively repurposing the sanitized gradient with
respect to θt. We focus now on the non-privatized term ∂∇f(θt−1)/∂Ct−1.
Naturally, it still involves the sanitization of a sum of vectors, with the for-
tunate benefit of having all the terms in the summation be of norm either

1We stress the use of Rényi DP in this context is limited to achieving stricter results for
compositions of standard differential privacy queries than would be possible with earlier
advanced compositionality Theorems in [Dwork et al., 2014a]. In that sense, we can use
it as a more refined moments accountant introduced in [Abadi et al., 2016].
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0 or 1, as shown in Equation (3.11), resulting in the unit sensitivity of the
query. Thus, this step does not introduce the need to develop any further
higher-order (adaptive) clipping strategies. With the considerations above,
from a privacy perspective, the two privatized parallel queries behave as
a single query sanitized with the Gaussian mechanism. This result is for-
malized in Proposition 1, which follows from the joint clipping strategy
described in [McMahan et al., 2018a].

Proposition 1. The Gaussian approximations q̃t and g̃t of
∑

zi∈Bt−1
qt−1(zi)

and
∑

zi∈Bt
ḡt(zi) with noise multipliers, respectively, νq and νg, is equiva-

lent (as far as privacy accounting is concerned) to the application of a sin-
gle Gaussian mechanism with noise multiplier ν if νg = (ν−2 − ν−2

q )−1/2.

Compared to Theorem 1 in [Andrew et al., 2021], we lose a factor of 2
in the reduction of the standard deviation σq = 1 · νq and since νq is used
here to sanitize a sum of vectors in Rn (whereas [Andrew et al., 2021] only
need to sanitize a scalar quantity) we cannot relegate as much differentially
private noise to the computation of q̃t. Nonetheless, we can derive a rule
of thumb, which, together with practical considerations introduced in the
next Section, allow to have working estimates of the true ∂f(θt)/∂Ct. In
particular, if we allow a 1% increase in νg over ν, we can rearrange the
result in Proposition 1 to find νq ≈ 7.124 · ν. Figure 3.2 shows an example
of these trade-offs for the MNIST dataset discussed in Section 3.7.

To complete the privacy analysis, we highlight that from a DP point
of view, the updates to the learning rate described in Equation (3.16) come
with no additional privacy expenditure with respect to DP-SGD, exploiting
the sanitized g̃t and g̃t−1.

3.6 The OSO-DPSGD Algorithm

The algorithm keeps track of two sanitized quantities at each iteration, that
is:

q̃t =
1

|Bt|
∑
zi∈Bt

qt(zi) + η, η ∼ N (0, ν2
q I) (3.17)

g̃t =
1

|Bt|
∑
zi∈Bt

ḡt(zi) + η, η ∼ N (0, C2
t ν

2
gI) (3.18)

from which one can privately compute the parameter update and ∂f̃(θt)/∂Ct =
−ρg̃⊤t q̃t−1, which requires to store q̃t−1 from the last iteration. Note that
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Figure 3.2: The Pareto frontiers of the noise multipliers to sanitize g̃t and
q̃t, and the chosen values given the heuristic described in Section 3.5, at
different privacy requirements. This particular instance comes from the
MNIST experiments described in the Section 3.7.

5 - 10

1415

Figure 3.3: Graphical interpretation of Algorithm 3, where z−1 represents
the time-shift operator and the numbers in boxes the corresponding lines
in the Algorithm.
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storing vectors from past iterations is a common strategy even in non-
privatized learning, as e.g. it is required by every optimizer with mo-
mentum(s). In order to cater to the wide range of values Ct might take,
spanning orders of magnitude [Andrew et al., 2021], instead of relying
on the additive update rule in Equation (3.13), we first consider the scale-
invariant Equation (3.19) proposed in [Rubio, 2017], which converges with
a logarithmic number of steps, instead of linearly

Ct+1 = Ct ·
(
1 + ρc

g̃t
⊤q̃t−1

∥g̃t∥2 ∥q̃t−1∥2

)
(3.19)

We briefly experimented with Equation (3.19) and found the proportional
update step g̃t

⊤q̃t−1/
∥∥g̃t⊤q̃t−1

∥∥
2
= sign(g̃t⊤q̃t−1) to be more robust w.r.t.

the Gaussian noise and less dependent on the particular choice of ρc. Notic-
ing that 1 + x ≈ ex for small values of x, we converge to an exponential
update rule for the optimization of both Ct and ρt, similar to [Andrew et al.,
2021]:

Ct+1 = Ct · exp(ρcsign(g̃t⊤q̃t−1)) (3.20)

ρt+1 = ρt · exp(ρrsign(g̃t⊤g̃t−1)) (3.21)

Although we provide the result for vanilla SGD, deriving the update
rule for the case with first-order momentum is trivial and only adds a
multiplicative factor to ∂f/∂C, depending on the specific implementa-
tion of momentum. The same analysis for Adam is more involved and
most importantly it results in the summation in ∂∇f(θt−1)/∂Ct−1 to lose
the appealing property of unitary sensitivity. Considering also the dis-
parate results of Adam as a DP optimizer [Mohapatra et al., 2022; Andrew
et al., 2021], we leave this analysis for future work. Finally, Algorithm 3
outlines the online optimization strategy presented above, which we call
OSO-DPSGD, of which Figure 3.3 shows a graphical representation.

In Algorithm 3 we list the learning rates of Ct and ρ as hyperparam-
eters. In practice, especially considering the exponential update rule in
Equations 3.20 and 3.21, they can be set to the same value. After a qual-
itative exploration of reasonable values for both, we settle on ρc = ρr =
2.5 · 10−3 for all the experiments.

3.7 Experiments

In the following section, we proceed to assess Algorithm 3 on a range of
experiments on different datasets, tasks, and model sizes. In particular, we
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Algorithm 3 Differentially private optimization with OSO-DPSGD

1: Inputs Samples zi ∈ D; ρ; T ; C0; θ0; |B|; per-iteration noise multi-
plier ν; νq; ρc; ρr; q̃0 = g̃0 = 0.

2: νg ← (ν−2 − ν−2
q )−1/2

3: for t ∈ {1, . . . , T} do
4: Bt ← draw |B| samples uniformly from D
5: for zi ∈ Bt in parallel do
6: gt(zi)← ∇θtf(θt, zi)

7: ḡt(zi)← gt(zi)/max(1, ∥gt(zi)∥2
Ct

)

8: qt(zi)← gt(zi)
∥gt(zi)∥2

if ∥gt(zi)∥2 > Ct else 0

9: end for
10: σg ← νgCt

11: g̃t ← 1
|B|

(∑
zi∈Bt

ḡt(zi) +N (0, Iσ2
g)
)

12: θt+1 ← θt − ρĝt
13: q̃t ← 1

|B|

(∑
zi∈Bt

qt(zi) +N (0, Iν2
g )
)

14: Ct+1 ← Ctexp(ρcsign(g̃t⊤q̃t−1))
15: ρt+1 ← ρtexp(ρrsign(g̃t⊤g̃t−1))
16: end for

explore how online sensitivity optimization can be an effective tool in re-
ducing the privacy and computational costs of running large grid searches.
In an effort to draw conclusions that can be as general as possible, we iden-
tify three vastly adopted datasets in the literature: MNIST [LeCun et al.,
1998], FashionMNIST [Xiao et al., 2017], and AG News [Gulli, 2005]
[Zhang et al., 2015]. They are used to train, respectively, a convolutional
neural network for image classification (Table 3.5), a convolutional autoen-
coder (Table 3.6) and a bag-of-words fully connected neural network for
text classification (Table 3.7).

Considering the computational burden of benchmarking multiple grid
searches, we devise the following pipeline:

• Define the different learning algorithms; to compare OSO-DPSGD
with relevant strategies, we also include in our experiments the Fixed
Threshold of [Song et al., 2013] [Shokri and Shmatikov, 2015b]
[Abadi et al., 2016] among others and FixedQuantile of [An-
drew et al., 2021]. As reported by the respective authors, hyper-
parameter optimization is performed via grid search over the learn-
ing rates and threshold values for the former and over the learning
rates and the quantiles for the latter. Even though [Mohapatra et al.,
2022] introduce AdamWOSM for the DP adaptive optimization of the
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AG News MNIST Fashion MNIST

Dataset
Size 120000 60000 60000

Batch
Size 512 512 512

Model
Size 113156 551322 48705

Table 3.1: Dataset and model information shared throughout the experi-
ments.

learning rate, it still tackles the challenge of reducing the number
of hyperparameters in a privacy-aware grid search, and therefore we
include it.

• Establish the corresponding grid search ranges. In all of our experi-
ments, we fix the ranges of the hyperparameters to the same values.
Considering the variety of experiments, and without assuming any
particular domain knowledge of the task at hand, we opt for large
ranges: C ∈ [10−2, 102] for the clipping threshold, ρ ∈ [10−2.5, 101.5]
for the learning rate and γ ∈ [0.1, 0.9] for the target quantile.

• Define grid searches with different granularity. Given the ranges de-
fined in the last step, DP training introduces possibly yet another
hyperparameter. In fact, increasing the granularity inevitably re-
sults in more candidates, and an additional trade-off to consider is
that of increased fine-tuning at the cost of additional privacy leak-
age. In our experiments, we evaluate 3 grid searches with different
granularity, i.e. from the ρ and C ranges in the last step we take
k ∈ {5, 7, 9} values uniformly separated in a logarithmic scale. For
the experiments with the FixedQuantile strategy, we keep the
values γ ∈ [0.1, 0.3, 0.5, 0.7, 0.9] defined by the authors in [Andrew
et al., 2021], as well as setting the learning rate for the exponential
update rule for C to 0.2. The initial value for the clipping threshold
in both FixedQuantile and Online is set to C0 = 0.1.

• Execute private hyperparameter optimization at different privacy lev-
els. For the same δ, we explore with increasing values of ε. Follow-
ing [Mohapatra et al., 2022], the privacy budgets we establish are
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per-grid, and not per-run. That is, algorithms that need extra fine-
tuning and additional parameters, resulting in more runs, will effec-
tively reduce the per-run privacy budget. Although this setting may
not conform to most past literature, we are motivated by approach-
ing DP machine learning from the practitioner’s point of view, where
an oracle providing the optimal hyperparameters may not be a rea-
sonable assumption. As in [Mohapatra et al., 2022], we utilize the
moment accountant to distribute the privacy budget among the con-
figurations, as we do not have a large number of candidates.

On top of comparing DP learning strategies, we provide a baseline in
the non-private setting, where we iterate only over the learning rate values
and initial weights. To limit the contribution of the Gaussian random noise
in the DP setting, each configuration is executed with 5 different seeds, and
the results are averaged. Runs with different seeds are not accounted for in
terms of privacy budget. Given the large number of runs, we validate each
model at training time every 50 iterations on the full test set and pick the
model checkpoint at the best value as representative of the corresponding
configuration. Each configuration runs for 10 epochs regardless of when
the best performance is registered. Given the model size and datasets, the
total number of epochs is enough to have most configurations converge.
Nevertheless, we don’t expect every combination of hyperparameters to
saturate learning, e.g. when training with C and ρ both set at the lowest
value available in the corresponding ranges. In Tables 3.2, 3.3, 3.4, we
list the hyperparameters leading to the best results in the grid search with
granularity k = 7 for the corresponding datasets and models. For improved
readability, we discuss the results only for this specific setting and defer the
graphical and numerical results to this Chapter’s Appendix in Section 3.9
for all the remaining granularity settings. Notice, however, that the reader
will see the same trends and draw the same conclusions.

Discussion Figure 3.4 shows the accuracy of the models in the best
configurations, among those tested, on the MNIST dataset. Even though
at higher privacy levels (low ε) Online and AdamWOSM appear to be
equivalent in terms of results, we can see the former showing better results
when the privacy requirements are relaxed. A possible explanation may
be found in Table 3.2 by noticing that the best C value for AdamWOSM is
fairly large compared to the other strategies. We believe that a larger ini-
tial value for C may be positive to take long strides towards the direction
of the average gradient at the early stages of the optimization, but may be
detrimental towards the end when reducing the Gaussian noise may help
the optimization. Nevertheless, we consider both strategies to be roughly

65



Chapter 3. Online optimization of the sensitivity

Online
Fixed

Threshold
Fixed

Quantile
Adam

WOSM

ε ρ ρ C ρ∗ γ C
3 0.3162 0.01467 1.0 3.162 0.5 21.54
5 1.467 0.003162 4.64 3.162 0.7 21.54
7 1.467 6.812 0.010 3.162 0.7 21.54
9 1.467 6.812 0.010 3.162 0.7 21.54

Table 3.2: Best hyperparameters for the MNIST dataset with grid search
granularity k = 7. Values with ∗ are scaled ×103 for better readability.
Best NoDP result for ρ = 0.003162.

Online
Fixed

Threshold
Fixed

Quantile
Adam

WOSM

ε ρ ρ C ρ γ C
1 0.3162 0.0681 0.010 - - 0.01
2 1.467 1.467 0.010 0.3162 0.3 0.01
3 1.467 6.812 0.010 1.467 0.1 0.0464
4 1.467 1.467 0.0464 1.467 0.3 0.01

Table 3.3: Best hyperparameters for the Fashion MNIST dataset with
grid search granularity k = 7. Best NoDP result for ρ = 0.01467. All
FixedQuantile runs diverge for ε = 1.

equivalent in this experiment. The results for FixedThreshold and
FixedQuantile are consistently lower, most likely due to both strate-
gies needing a larger grid search, which in turn limits the per-run privacy
budget. Perhaps more surprisingly, the adaptive strategy FixedQuantile
does not seem to show better results compared to fixing the clipping thresh-
old at the initial value. The improved results that are found in [Andrew
et al., 2021] in the federated setting do not seem to translate in centralized
learning, with the experiments we conducted.

Figure 3.5 shows the best results in terms of mean squared error on
the FashionMNIST dataset, where a model is trained to encode and de-
code the input images of clothing items. The chosen architecture is based
on a convolutional autoencoder and it has the smallest number of param-
eters among those considered in this work, as in Table 3.1. The privacy
regimes are then chosen accordingly. Firstly, we notice that for ε = 1 the
FixedQuantile strategy does not converge with any of the available
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Online
Fixed

Threshold
Fixed

Quantile
Adam

WOSM

ε ρ ρ C ρ∗ γ C
3 0.06812 1.467 0.01 3.162 0.5 0.01
5 0.06812 1.467 0.010 3.162 0.5 0.01
7 0.06812 1.467 0.010 3.162 0.7 0.01
9 0.06812 0.03162 0.0464 3.162 0.7 0.01

Table 3.4: Best hyperparameters for the AG News dataset. Values with
∗ are scaled ×103 for better readability. k = 7. Best NoDP result for
ρ = 0.003162.

hyperparameters. To justify this result, we highlight how in Table 3.3 all
other strategies adopt aggressive clipping strategies with small C’s. We
thus believe that for very high privacy regimes even running with γ = 0.1
(the lowest value for the target quantile) may induce large swings in the
exponential updates of Ct, disrupting the optimization. Nevertheless, for
ε ∈ {2, 3, 4} this strategy shows the second best results. Conversely,
AdamWOSM may be penalized by the choice of the initial ρ0 = 10−3,
as suggested by the authors in [Mohapatra et al., 2022]. In fact, we no-
tice from Table 3.4 that the optimal clipping threshold is very small in all
competing strategies, and the combination of small C and small ρ0 may
render the optimization excessively slow to converge within the set num-
ber of epochs. Further, it may suggest that adapting the learning rate on
a per-parameter basis, as in AdamWOSM, can be effective as long as the
base learning rate is itself carefully selected. Thus, optimizing ρt in the
grid search, and then adaptively tuning it within the same run, as done in
Online, seems to show better results.

Figure 3.6 plots the accuracy on the AG News dataset, where a bag
of words model with a fully connected neural network is used to classify
a selection of news in one of four classes. In this experiment, we notice
that AdamWOSM performs the best, with Online being marginally below.
Still, as with the MNIST dataset, we take both strategies to be comparable
in these two settings, as the average of one roughly fits within a standard
deviation of the other.
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Figure 3.4: Accuracy on the MNIST dataset. Higher is better.

3.8 Conclusions

This chapter studies differentially private machine learning in the context
of hyperparameter optimization, where the privacy cost of running a grid
search is accounted for. Under these conditions, algorithms that require
one less parameter may be preferable. Thus we explore strategies for the
adaptive tuning of the sensitivity C, and derive a result inspired by online
learning rate optimization. With the proposed strategy, which we incor-
porate in the OSO-DPSGD algorithm, the clipping threshold is updated at
each iteration based on the direction of the steepest descent of the cost
function. The resulting update rule is particularly clean, and results in the
dot product between two sanitized vector queries: the average gradient at
time t, and the derivative w.r.t. C of the gradient at time t−1. With the for-
mer already needed in standard DP-SGD, and the latter resulting in a query
with unitary sensitivity, the additional computational and privacy burden is
minimal. Our range of experiments seems to encourage further research in
this area, as online sensitivity optimization shows comparable results with
one less parameter when assessed against standard state-of-the-art algo-
rithms, if the privacy guarantees are required at a grid search level, and not
just within a single run. Hopefully, a refined analysis and algorithm will
possibly achieve better results even in this latter setting of per-run privacy
requirements.
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Figure 3.5: Mean Squared Error on the Fashion MNIST dataset. Lower
is better. All runs for ε = 1 of FixedQuantile result in a diverging
optimization and are therefore not included.

3.9 Appendix: further experiments and details
As mentioned in the corresponding Section 3.7, we provide additional de-
tails about the model architectures, datasets, and results of experiments at
different granularity levels. The model architectures are outlined in Tables
3.5, 3.6, 3.7. All datasets go through minor pre-processing, that is pixel
values are mapped to the [0, 1] interval, while the text-based dataset AG
News first goes through word embedding, using an embedding size of 50
for up to the first 25 words. To speed up development, we use the pre-
trained word embeddings from [Pennington et al., 2014]. Next, we report
the results for granularity k = 5 in Tables 3.11, 3.12 3.13 and Figures 3.10,
3.11 and 3.12. For k = 9, results are presented in Tables 3.8, 3.9, 3.10 and
Figures 3.7, 3.8 and 3.9. We reiterate how these tables are postponed to the
Appendix because they essentially show the same results and trends of the
experiments discussed in the rest of the chapter.
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Figure 3.6: Accuracy on the AG News dataset. Higher is better.

CNN

layer
kernel size
output size stride

non
linearity

2D Conv 16× 8× 8 1× 1 ReLU
2D MaxPool 2× 2 1× 1 -

2D Conv 32× 4× 4 1× 1 ReLU
Linear 32 - ReLU
Linear 10 - ReLU

Table 3.5: CNN
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AutoEncoder

layer
kernel size
output size stride

non
linearity

2D Conv 8× 3× 3 1× 1 LeakyReLU
2D Conv 16× 3× 3 1× 1 LeakyReLU
2D Conv 32× 3× 3 1× 1 LeakyReLU
2D Conv 64× 3× 3 1× 1 LeakyReLU

2D Transpose Conv 32× 3× 3 1× 1 LeakyReLU
2D Transpose Conv 16× 3× 3 1× 1 LeakyReLU
2D Transpose Conv 8× 3× 3 1× 1 LeakyReLU
2D Transpose Conv 1× 3× 3 1× 1 Sigmoid

Table 3.6: AutoEncoder

BagOfWords - FC

layer output size
non

linearity

Linear 128 LeakyReLU
Linear 128 LeakyReLU
Linear 4 LeakyReLU

Table 3.7: Bag of Words model architecture with a fully connected neural
network.

Online
Fixed

Threshold
Fixed

Quantile
Adam

WOSM

ε ρ acc std dev ρ C acc std dev ρ∗ γ acc std dev C acc std dev
3 0.316 90.69 0.53 100.0 0.1000 86.83 0.70 3.162 0.5 85.48 0.39 10.0 90.62 0.52
5 1.00 91.62 0.83 3.162 3.162 88.69 0.57 3.162 0.5 88.13 0.59 10.0 91.60 0.39
7 1.00 92.94 0.90 3162.0 0.0100 90.04 0.49 3.162 0.7 90.73 0.72 31.62 92.19 0.37
9 1.00 93.62 0.91 3.162 10.00 90.72 0.47 3.162 0.7 91.09 0.51 31.62 92.53 0.33

Table 3.8: MNIST, k = 9, best NoDP for ρ = 0.003162, ∗ values are scaled
×103.
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Figure 3.7: k = 9. Accuracy on the MNIST dataset. Higher is better.
Refer to Table 3.8 for numeric results and optimized hyperparameters.

Figure 3.8: k = 9. Mean Squared Error on the Fashion MNIST dataset.
Lower is better. Refer to Table 3.9 for numeric results and optimized hy-
perparameters.
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Figure 3.9: k = 9. Accuracy on the AG News dataset. Higher is better.
Refer to Table 3.10 for numeric results and optimized hyperparameters.
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Figure 3.10: k = 5. Accuracy on the MNIST dataset. Higher is better.
Refer to Table 3.11 for numeric results and optimized hyperparameters.
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Figure 3.11: k = 5. Mean Squared Error on the Fashion MNIST dataset.
Lower is better. Refer to Table 3.12 for numeric results and optimized
hyperparameters.
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Figure 3.12: k = 5. Accuracy on the AG News dataset. Higher is better.
Refer to Table 3.13 for numeric results and optimized hyperparameters.
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Online
Fixed

Threshold
Fixed

Quantile
Adam

WOSM

ε ρ
mse
×102 std dev ρ C

mse
×102 std dev ρ γ

mse
×102 std dev C

mse
×102 std dev

1 0.100 2.57 0.29 0.0316 0.01 11.32 1.46 - - - - 0.0100 4.48 0.83
2 1.000 0.94 0.13 0.100 0.01 12.35 1.87 0.316 0.3 2.17 0.25 0.0100 2.35 0.16
3 3.162 0.74 0.10 0.3162 0.10 1.54 0.04 1.000 0.1 1.26 0.04 0.0316 1.97 0.13
4 3.162 0.76 0.02 1.000 0.10 1.37 0.10 1.000 0.3 1.05 0.10 0.0316 1.76 0.10

Table 3.9: FashionMNIST, k = 9, best NoDP for ρ = 0.003162.

Online
Fixed

Threshold
Fixed

Quantile
Adam

WOSM

ε ρ acc std dev ρ C acc std dev ρ∗ γ acc std dev C acc std dev
3 0.1 85.70 0.15 1.000 0.0100 84.23 0.29 3.162 0.5 83.67 0.48 0.0100 85.82 0.11
5 0.1 86.12 0.05 0.316 0.0316 85.27 0.25 3.162 0.5 84.49 0.31 0.0100 86.13 0.05
7 0.1 86.34 0.12 0.100 0.1000 85.59 0.23 3.162 0.7 85.19 0.17 0.0100 86.33 0.03
9 0.1 86.43 0.08 0.316 0.0316 85.74 0.20 3.162 0.7 85.65 0.15 0.0316 86.43 0.05

Table 3.10: AG News, k = 9, ∗ values are scaled ×103, best NoDP for
ρ = 0.003162.

Online
Fixed

Threshold
Fixed

Quantile
Adam

WOSM

ε ρ acc std dev ρ∗ C acc std dev ρ∗ γ acc std dev C acc std dev
3 0.316 91.19 0.51 3162.0 0.01 89.2 0.39 3.162 0.5 87.91 0.62 10.0 91.27 0.46
5 0.316 91.66 0.50 3.162 10.00 90.9 0.49 3.162 0.7 90.71 0.69 10.0 92.16 0.38
7 3.162 92.96 0.90 3.162 10.00 91.4 0.43 3.162 0.7 91.16 0.49 10.0 92.76 0.52
9 3.162 94.11 0.63 3.162 10.00 91.7 0.42 3.162 0.7 91.21 0.47 10.0 93.22 0.70

Table 3.11: MNIST, k = 5, ∗ values are scaled ×103, best NoDP for ρ =
0.003162.

Online
Fixed

Threshold
Fixed

Quantile
Adam

WOSM

ε ρ
mse
×102 std dev ρ C

mse
×102 std dev ρ γ

mse
×102 std dev C

mse
×102 std dev

3 0.316 1.56 0.10 0.0316 0.01 12.88 2.37 - - - - 0.01 3.43 0.26
5 3.162 0.77 0.05 3.162 0.01 1.44 0.08 0.316 0.3 1.71 0.08 0.01 2.09 0.18
7 3.162 0.67 0.09 0.3162 0.10 1.54 0.10 3.162 0.1 1.06 0.03 0.01 1.81 0.18
9 3.162 0.64 0.07 31.62 0.01 1.25 0.14 3.162 0.1 0.84 0.08 0.01 1.51 0.11

Table 3.12: Fashion MNIST, k = 5, best NoDP for ρ = 0.003162.
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Online
Fixed

Threshold
Fixed

Quantile
Adam

WOSM

ε ρ acc std dev ρ C acc std dev ρ γ acc std dev C acc std dev
3 0.0316 85.82 0.18 3.162 0.01 84.37 0.25 3.162 0.5 84.32 0.34 0.01 86.07 0.05
5 0.3162 86.12 0.11 3.162 0.01 85.49 0.10 3.162 0.7 85.20 0.17 0.01 86.33 0.03
7 0.3162 86.32 0.09 3.162 0.01 85.97 0.07 3.162 0.7 85.71 0.18 0.01 86.51 0.06
9 0.3162 86.38 0.12 3.162 0.01 86.18 0.07 3.162 0.7 85.93 0.18 0.01 86.57 0.11

Table 3.13: AG News, k = 5, best NoDP for ρ = 0.003162.
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Chapter 4

Foregoing sensitivity with
membership inference attacks

Differentially Private Machine Learning (DPML) is a fast-paced research
field, leading to foundational improvements to the algorithms currently
used to provide mathematical privacy guarantees to the training of ma-
chine learning models. Still, although the number of practical use cases
is growing and research is edging closer to industry, some key challenges
prevent, for the time being, a large-scale adoption of DPML practices. This
is especially true for reasonably large models, which are a primary building
block of the current AI landscape. Consider, for instance, that ImageNet-
scale image classification with DP is roughly at 47.9% accuracy [Kurakin
et al., 2022], while comparable non-DP models easily reach 75% and more
modern architectures surpass 90% [Dai et al., 2021]. The introduction of
DP noise at training time represents a limiting factor that worsens with the
size of the model. The issue is even more exacerbated in Large Language
Models (LLMs) which have become crucial in various text-centric tasks by
leveraging transformer-based architectures. Nevertheless, we recall that,
as anticipated in Chapter 1, training machine learning models already as-
sumes a degree of randomness in the dataset collection, in the choice of the
parameters, and the whole training procedure, to name a few, that in prin-
ciple may already provide some degree of privacy by randomness. Without
a complete characterization of the sources of randomness though, we can-
not derive a priori privacy guarantees in DP terms. Still, we can evaluate
the indistinguishability of the resulting training procedure a posteriori in
terms of empirical Differential Privacy (eDP). In brief, eDP tests the model
at inference time (e.g. against membership inference attacks) to derive a
lower bound on the privacy leakage ε of DP. The advantage is clear: with-
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out enforcing DP at every step of the optimization, we can get rid of both
the injection of noise and the selection of the optimal sensitivity level. The
research contained in this chapter is part of the following work:

• Filippo Galli, Luca Melis, and Tommaso Cucinotta. Noisy neigh-
bors: Efficient membership inference attacks against LLMs. In (Un-
der Review) The Fifth Workshop on Privacy in Natural Language
Processing (in Conjuction with ACL 2024), 2024a

4.1 Introduction

Advances in machine learning and natural language processing with transformer-
based architectures [Vaswani et al., 2017] have increasingly started perme-
ating today’s digital landscape and large language models (LLMs) [Rad-
ford et al., 2018, 2019; Devlin et al., 2018; Brown et al., 2020] have be-
come integral to many tasks involving text understanding and generation
[Sanh et al., 2021; Wei et al., 2022]. However, this technological advance-
ment comes with its challenges and ethical implications as LLMs have
raised concerns related to biases [Narayanan Venkit et al., 2023], privacy
breaches [Carlini et al., 2021], and model vulnerabilities [Wallace et al.,
2021]. One significant issue that emerged in the context of LLMs is the
need to protect user privacy and safeguard sensitive information [Lehman
et al., 2021]. LLMs are typically trained on vast datasets, which may in-
clude personal and sensitive data, posing risks of privacy leakage. These
concerns have prompted the adoption of regulatory frameworks and re-
sponsible AI principles aimed at ensuring the responsible development
of artificial intelligence (AI) technologies. Initiatives such as the Gen-
eral Data Protection Regulation (GDPR) [European Parliament, European
Council, 2016] and the California Consumer Privacy Act (CCPA) [State of
California, 2018] have set stringent guidelines for handling personal data,
including data processed by LLMs. To comply with these regulations and
to provide a safe interaction with these technologies, privacy attacks on
language models prior to their deployment or public release may prove
to be useful auditing mechanisms to ensure that LLMs do not violate the
users’ rights to data privacy.

Membership inference attacks (MIA) [Shokri et al., 2017] are consid-
ered one of such tools. MIAs are a category of privacy attacks that aim to
determine whether a specific data point was included in the training dataset
used to optimize a machine learning model, by analyzing its output. A suc-
cessful attack may potentially lead to significant privacy breaches and data
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leakage, directly or as a stepping stone to achieving more powerful attacks,
given the adversary’s newly acquired knowledge about the targeted indi-
vidual. This attack’s success hinges on machine learning models’ tendency
to be overly confident with familiar training data [Carlini et al., 2019]. By
leveraging calibration strategies, accuracy in MIAs can be enhanced with-
out knowledge of specific training samples. Training shadow models mim-
icking the target model aids in distinguishing between easily predictable
non-training samples and those used during model optimization [Shokri
et al., 2017; Carlini et al.; Watson et al., 2021]. The effectiveness of this
strategy degrades when we deviate from the assumption of knowledge of
the training distribution or when the number of shadow models is limited
[Carlini et al.]. Naturally, this may incur a large computational cost that
may be an obstacle to the practical adoption of effective MIAs for privacy
auditing, especially with the ever-increasing size of both models and train-
ing datasets [Kaplan et al., 2020]. Therefore, this Chapter will provide the
following contributions:

• We will explore membership inference attacks from the standpoint
of a privacy auditor

• We will introduce a computationally efficient calibration strategy for
MIAs

• We will empirically assess its potential as a substitute for other preva-
lent strategies

4.2 Background

Auto-regressive transformer-based LLMs are language models that output
a probability distribution over their dictionary, conditioned on an input se-
quence of words that has been tokenized and turned into numerical inputs
via an embedding layer, which maps the index of a token in the dictionary
to a dense representation that may be learned at training time [Radford
et al., 2018, 2019] or adopted from publicly distributed word embeddings
[Devlin et al., 2018]. For a model f with input sequence x, we define
P[w|x] = fw(x) as the conditional probability that the token following x is
w, and we have that

∑
w fw(x) = 1 when we iterate w over the dictionary

of tokens. LLMs are typically trained on large datasets of text to minimize
a measure of surprise in seeing the next token. This measure function is
called perplexity and for a sequence x it is defined as the average negative
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log-likelihood of a sequence:

ppx(f, x) = − 1

|x|

|x|∑
t=1

log(fxt(x<t)) (4.1)

with |x| the number of tokens in the sequence.
Membership inference attacks [Shokri et al., 2017; Watson et al., 2021;

Carlini et al.] aim to determine whether a particular data record x was used
in the training dataset Dtrain of a machine learning model. These methods
leverage model outputs like confidence scores or prediction probabilities to
compute a score for the targeted sample. For LLMs, the typical assumption
is to grant the adversary access to the output probabilities f(x), which may
be used to estimate the perplexity on the targeted samples as a score. Given
a sample x, the goal of the attacker is to learn a thresholding classifier to
output 1 when the perplexity is lower than a certain value γ:

Aγ(f, x) = 1[ppx(f, x) < γ] (4.2)

MIA is a simple and effective tool to measure the privacy risk in a trained
machine learning model and it has interesting connections with other pri-
vacy frameworks. In particular, it is known to have a success rate bounded
by the privacy parameters of Differential Privacy (DP) [Dwork et al., 2006].
A randomized mechanism M is said to be ε-DP if for any two datasets
D,D′ that differ in at most one sample, and for any R ⊆ range(M), we
have that:

P[M(D) ∈ R] ≤ eεP[M(D′) ∈ R] (4.3)

Notably, DP quantifies the worst-case scenario of the privacy risk, and it is
therefore a fundamental tool in privacy assessment. From the performance
of the thresholding classifier Ãγ(f, x) one can obtain a lower bound to the
empirical ε-DP [Kairouz et al.]:

eε ≥ TPR

FPR
(4.4)

with TPR and FPR being, respectively, the true and false positive rates,
given a certain threshold.

4.3 Related works
Privacy attacks against language models is an active area of research and
different refinements have been proposed. Some works have focused on an
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attacker where data poisoning is allowed, granting the adversary write ac-
cess to the training dataset, to increase memorization [Tramèr et al., 2022]
or in general to induce malicious behaviors [Xu et al., 2023; Wallace et al.,
2021; Yan et al., 2023; Shu et al., 2024; Huang et al., 2020] and improve
property inference attacks [Mahloujifar et al., 2022]. Other works have
adopted similar techniques to achieve actual training data extraction from
the training set, with only query access to the trained model [Carlini et al.,
2021, 2023].

In the context of MIAs with query access to the target model, most re-
search focused on strategies to improve the calibration of the per-sample
scores, i.e. techniques to improve the precision and recall in distinguishing
members from non-members of the training set. In principle, if we can as-
sert that an out-of-distribution non-member of the training set will induce a
high perplexity in a target LLM, there are a number of scenarios where the
distinction is not as clear cut and a thresholding classifier essentially ends
up distinguishing between in-distribution and out-of-distribution samples.
A refined MIA then employs calibration strategies to tune the scoring func-
tion based on the difficulty of classifying the specific sample, as in [Watson
et al., 2021]. Thus, a relative membership score is obtained by comparing
f(x) with one of two results based on whether the adversary is assumed
to have access to neighboring models f̃(x) [Carlini et al.; Watson et al.,
2021] or neighboring samples f(x̃) [Mattern et al., 2023]. Regardless of
the specifics of the calibration strategies, we can define the new classifier
as

Ãγ(f, x) = 1[ppx(f, x)− ˜ppx(f, x) < γ] (4.5)

where ˜ppx(f, x) is the calibrated score over a set of neighboring models
ppx(f̃ , x) or over a set of neighboring samples ppx(f, x̃). For a visual
understanding of the two scenarios, refer to Figure 4.1.

Neighboring models can be obtained by an adversary who is assumed
to have some degree of knowledge of the training data distribution and
training a number of shadow models to mimic the behavior of the target
LLM. For instance [Carlini et al.] trains multiple instances of the same
architecture on different partitions of the training set, [Carlini et al., 2021]
uses smaller architectures trained on roughly the same data, [Watson et al.,
2021] leverages catastrophic forgetting of the target model under the as-
sumption of white-box access. Neighboring samples do not require this
assumption nor additional training and only need a strategy to craft inputs
that are similar to the target sample under a certain distance metric. For in-
stance, [Mattern et al., 2023] crafts neighboring sentences by swapping a
number of words with their synonyms, showing good results but limited to
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(a) (b)

Figure 4.1: An intuitive comparison of computing the score with different
calibration strategies: using a shadow model (a) and using a neighboring
sample (b).

the case of an adversary with limited knowledge of the training data distri-
bution. The authors then base the neighboring relationship on the semantic
space, which is hard to quantify and fix, resulting in the need to generate
a large number of neighbors to reduce the effects of these random fluctua-
tions. Additionally, we emphasize how [Mattern et al., 2023] requires the
use of an additional BERT-like model to generate synonyms, thus increas-
ing the computational and memory cost of the attack. In [Tramèr et al.,
2022] instead, calibration is done by comparing scores of the true inputs
with scores of the lower-cased inputs. These strategies are known to be
under-performing when knowledge of the training distribution is available,
and are therefore proposed as an effective calibration mechanism when
training shadow models is not possible.

4.4 Method

The intuition behind the use of neighboring samples for score calibration
is rather simple: if a model is over-confident in a specific data point be-
cause it was trained on it, we would see a prominent dip in the perplexity
compared to data points that are only marginally distant from that sample.
Conversely, for samples not seen at training time, we would expect roughly
the same perplexity for the target sample and its neighbors. Considering
that we are then thresholding this difference, it is of utter importance to fix
the distance at which we evaluate the neighbors.
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Noisy neighbors If we describe a language model as a composition of
layers f(x) = g(e(x)) where e is an embedding layer and g is the rest
of the network, one can artificially create neighbors in the n-dimensional
embedding space by directly injecting random noise at the output of e(x).
In particular, if we create noisy neighbors by injecting Gaussian noise such
that

f(x′
σ) = g(e(x) + ρ), with ρ ∼ N (0, σIn) (4.6)

we will have that the Euclidean distance between the true and randomized
input in the embedding space will be

E[∥e(x)− e(x)− ρ∥] = E[∥ρ∥] = σ
√
n (4.7)

thus fixing, in expectation, the distance from the true sample at which the
perplexity of the models will be evaluated. In practice, this step requires
generating multiple neighbors for each sample, to mitigate the inherent
randomness of using stochastic noise, which effectively only amounts to
running the LLM inference multiple times.

The choice of the standard deviation σ is an additional free parame-
ter that may lead to thinking of a challenging search, introducing a large
number of queries to the model. Instead, we find the performance of the
strategy as a function of σ does i) present a prominent peak corresponding
to the optimal value, and ii) this optimal value can be found with a binary
search, as shown in Figure 4.2.

Figure 4.2: The AUC of the thresholding classifier for MIA shows a single
and prominent peak at the optimal σ value in the noisy neighbors strategy.
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We emphasize the challenge of isolating the embedding layer from the
remainder of the network in an LLM when considering a scenario where
an attacker has only black box access to the model. However, when this
limitation doesn’t apply, we think it is still within the capacity of an audi-
tor to utilize a slightly stronger attacker model, where the first embedding
layer is exposed, to save computational resources in simulating an adver-
sary without access to the model architecture. Most importantly, in fact,
we are inclined to explore this option as a more computationally efficient
substitute for training shadow models for calibration, particularly in the
context of auditing, rather than viewing it as a novel, realistic attack. Thus,
we depart from other MIA research using neighboring samples in that we
do not make limiting assumptions about the auditor’s access to the training
data distribution, but we do not leverage this knowledge for computational
efficiency.

4.5 Experiments
To validate the noisy neighbor strategy in implementing a calibrated MIA,
we run a series of preliminary experiments on an LLM to gauge the risk of
memorization of training data. The chosen architecture is GPT-2 [Radford
et al., 2019] which offers ample learning capabilities while at the same time
being a model with a relatively small memory and computational footprint
by today’s standards, which allows for easier and faster prototyping. The
model was pre-trained on OpenWebText [Gokaslan and Cohen, 2019], an
open reproduction of the undisclosed WebText in [Radford et al., 2019].
The model was then fine-tuned on 60% of the full WikiText corpus [Mer-
ity et al., 2016], a large collection of Wikipedia articles. The same data
split was then partitioned into 10 subsets used to train 10 shadow models
for score calibration, as in [Carlini et al.]. Note that Wikipedia articles are
filtered out of the OpenWebtext corpus, to avoid data leakage in common
benchmarks, such as ours. The remaining portion of 40% of WikiText is
thus used as a source of non-member, 126-token long samples to analyze
the performance of the attack. We generate only 10 synthetic neighbors
for each sample. Given a sample and its score, the thresholding classifier
yields a binary decision on whether it was part of the training dataset or
not. To determine how good the best possible classifier may be, we need
to evaluate its accuracy at different thresholds. As is common for binary
classification problems, though, the accuracy does not give a complete
picture of the confidence at which the classifier can tell apart members
and non-members of the dataset. Thus Figure 4.3a shows the complete
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range of TPRs versus FPRs for the three main strategies we included in
this comparison: score by perplexity (loss), by shadow model calibration
(shadow), and by noisy neighbor (noisy) calibration. We have opted not to
incorporate the lowercasing strategy [Tramèr et al., 2022] and the seman-
tic neighbor approach [Mattern et al., 2023] in our study. These methods
have, however, shown lower performance levels when information about
the training data distribution is accessible, which is contemplated from the
auditor’s point of view. Additionally, concerning the findings of [Mattern
et al., 2023], we encountered challenges in effectively reproducing some
of their results. This difficulty may stem from the synonym generation
technique outlined in [Zhou et al., 2019], which may not be fully compre-
hensive. Figure 4.3a also notes the Area Under the Curve (AUC), which
for noisy and shadow amounts to 0.727 and 0.753 respectively, thus show-
ing a discrepancy of only ∼ 3.4%. The AUC is an important metric for
binary classifiers as it abstracts from the specific threshold, thus giving an
average case idea of the strength of the attacker. Still, as highlighted in
[Carlini et al.], special care should be given to what happens at low FPRs,
that is when the attacker can confidently recognize members of the training
set. This is what Figure 4.3b focuses on, again showing a strong overlap
of the shadow and noisy strategies. Following Equation 4.4, we also pro-
vide the perspective of empirical DP, as the privacy community pushes to
adopt this framework to comply with regulatory frameworks such as the
GDPR [Cummings and Desai, 2018]. Empirical DP measures the extent
to which individual data points can be inferred or re-identified from the
output of the system, and contrary to DP, it is a post-hoc measurement, not
an a-priori guarantee. Figure 4.4 reports the results, where we see a strong
consistency between the noisy and shadow strategies, especially for FPRs
lower than 10−2.

4.6 Conclusion
This chapter set out to elaborate an efficient strategy for membership infer-
ence attacks. Past research in the area focused on improving the strength
of the attacker, especially under the black-box access model granted to the
attacker. Conversely, we develop a technique to try and match the efficacy
of state-of-the-art strategies, while reducing the computational burden for
an auditor trying to assess the privacy risk of exposing the query access to
a trained LLM. In particular, MIAs are typically improved with the use of
shadow models, that need training on a data distribution similar to that of
the target model training set. We propose the use of noise injection in the
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(a) ROC curve of the MIA classifier.

(b) Performance of the attacker at low FPRs.

Figure 4.3: Efficacy of different strategies for MIA.
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Figure 4.4: Empirical differential privacy measured downstream of train-
ing.

embedding space of the LLM to create synthetic neighbors of the targeted
sample, to shift the comparison from the perplexity scored by different
models on one sample, to the comparison of different samples by the same
model. This approach allows to only use the model in inference mode, thus
inherently reducing the time and cost of running an MIA. With several ex-
periments we assess how our strategy results converge to the results of
using shadow models, showing remarkable alignment. This is also looked
at from the perspective of empirical differential privacy, which is consid-
ered a modern tool for assessing privacy risks and regulatory compliance.
Within the general context of the thesis, we highlight how it allows us to
connect membership inference attacks with another take on the issue of
selecting the clipping threshold: by considering a post-training assessment
instead of pre-training guarantees, the whole problem is entirely avoided.
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Chapter 5

Adaptive sensitivity in the
bounded model for differential
privacy

Moving towards the remaining considerations on the topic of sensitivity
in differential privacy, at least for what concerns this thesis, we reason on
its definition, the role of the adversary, and the promise we make to the
individual who decides to take part in a dataset. In particular, we highlight
how most DPML research focuses on the “addition/removal” of a record
from the database to define the sensitivity, and thus the tuning of the saniti-
zation noise and following privacy guarantees. We argue here that defining
sensitivity with respect to the “replacement” of a record, as was the ini-
tial definition of indistinguishability, may play a favourable role in certain
machine learning settings. Therefore, we discuss how to switch from one
definition to the other, what the implications are in terms of sensitivity
and sanitization noise and eventually, highlight what scenarios may benefit
from using either definition. We present this research as a constructive cri-
tique of the current DMPL research, but we acknowledge limitations in our
position as well. Mostly, although we can provide a theoretical justification
and preliminary results for this position, a thorough experimental evalua-
tion is still to be carried out. Part of the following chapter was presented
as:

• Filippo Galli, Saya Biswas, Kangsoo Jung, Catuscia Palamidessi,
and Tommaso Cucinotta. On the adaptive sensitivity of differen-
tially private machine learning. In The Fourth AAAI Workshop on
Privacy-Preserving Artificial Intelligence (in Conjuction with AAAI
2023), 2023a
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5.1 Introduction

We have thoroughly discussed differential privacy throughout this docu-
ment, providing its definition in Chapter 1, along with the definition of
one of its generalizations in Chapter 2. However, given our focus on the
fine-grained details of its terminology and the specific representation of
datasets upon which sensitivity is defined, we find it beneficial to revisit
these definitions here. Let us define the domain of databases of cardinality
n as Dn and call the mechanismM the random function querying the el-
ements (that is the databases) mD ∈ Dn. Let us refer to this notation for
databases as the multiset representation, whence we have the left subscript
m in mD. Thus, we can introduce the following definition from [Dwork
et al., 2006], slightly modified to accommodate for approximate (ε, δ) dif-
ferential privacy1.

Definition 10 (Bounded model of (ε, δ)-DP [Dwork et al., 2006]). A ran-
dom mechanismM is (ε, δ) differentially private if for all pairs of datasets
mD,mD

′ ∈ Dn which differ in only 1 entry, and for all T ⊆ Range(M):

P [M(mD) ∈ T ] ≤ eεP [M(mD
′) ∈ T ] + δ (5.1)

Definition 10 for (ε, δ)-DP, although being called indistinguishability in
[Dwork et al., 2006], is commonly taken as coinciding with that of differ-
ential privacy. This is especially true in what is known today in the commu-
nity as the bounded model for differential privacy [Kifer and Machanava-
jjhala, 2011], where “bounded” comes from including the cardinality of
the dataset in the definition. Multiple instances of works focused on this
framework, notably those on the shuffle model for DP [Feldman et al.,
2020; Balle et al., 2019; Koskela et al., 2021a], which all assume a con-
stant cardinality of the databases involved in the definition.

In subsequent work, [Dwork et al., 2014a] defined the role of databases
in terms of their histogram representation. Let X be the universe of all
possible records with a given ordering. Then hD ∈ N|X | is the histogram
representation of a database2, where hD(x) is the number of entries of
type x ∈ X . We can, then, introduce the definition of ℓ1 distance between
databases as:

Definition 11 (ℓ1 distance [Dwork et al., 2014a]). The ℓ1 norm of a database

1Historically, DP meant pure differential privacy (ε = 0) when it was first introduced.
2Where we redefine N ≜ N ∪ {0}
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hD ∈ N|X | is denoted with ∥hD∥1 and is defined as

∥hD∥1 =
∑
x∈X

|hD(x)| (5.2)

The ℓ1 distance between two databases hD, hD
′ is ∥hD − hD

′∥1.

The corresponding definition of differential privacy in [Dwork et al.,
2014a] for algorithms querying databases in their histogram representation
can be reported as follows:

Definition 12 (Unbounded model for (ε, δ)-DP [Dwork et al., 2014a]). A
randomized algorithmM with domain N|X | is (ε, δ) differentially private
if for all T ⊆ Range(M) and for all adjecent hD, hD

′ ∈ N|X | (i.e. such
that ∥hD − hD

′∥ ≤ 1):

P [M(hD) ∈ T ] ≤ eεP [M(hD
′) ∈ T ] + δ (5.3)

One might argue that the presence of n in Equation (5.1) of Defini-
tion 10 implies that the adversary knows the number of elements (rows) in
the datasets considered in the bounded model of differential privacy. This
is unlike the unbounded model, which may lead us to believe that the latter
provides a stronger privacy guarantee. To address this issue, we propose
an alternative, more general definition of DP as follows.

Definition 13 ( (ε, δ)-DP for attribute inference attacks). LetD = {hD: hD ∈
N|X |} be the space of all datasets (represented as histograms whose entries
are from the domain X ). Any pair of datasets hD, hD

′ ∈ D are adjacent,
denoted as hD ≃ hD

′, if either:

• hD = hD
′, or

• ∃! x1, x2 ∈ X s.t.

– hD(x1)− hD
′(x1) = 1 and

– hD(x2)− hD
′(x2) = −1

A randomizing algorithmM is (ε, δ) differentially private if, for all pairs
of adjacent datasets hD, hD

′ ∈ D and for any T ⊆ Range(M), we have:

P [M(hD) ∈ T ] ≤ eεP [M(hD
′) ∈ T ] + δ (5.4)
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Note that Definition 13 is in the same spirit as the bounded model of
DP (i.e. adjacency of datasets implies they are the same size) with the dif-
ference that in this case there is no explicit bound and, thus, the size of the
dataset is not known to the attacker. In particular, the case of hD ≃ hD

′

with
∑

x∈X hD(x) =
∑

x∈X hD
′(x) = n for some fixed n ∈ N represents

the bounded model of DP as in Definition 10. To aid the reader in deal-
ing with the new notational elements of this Chapter, Table 5.1 includes a
summary of the symbols used here and their meaning.

Table 5.1: Table of notations for Chapter 5

Notation Description
x ∈ X Element of a database D

mD ∈ Dn Database D of size n in multiset representation
hD ∈ N|X | Database D in histogram representation

hD(x) Number of elements of type x ∈ X in database hD

mDi The i-th element of the multiset mD
D ≃ D′ Adjacent databases
mS2(f) ℓ2 sensitivity for a function f of database mD

hS2(f) ℓ2 sensitivity for a function f of database hD

5.2 Sensitivity in the bounded and unbounded
models of differential privacy

A legitimate question would be: Are Definition 10 and Definition 12 equiv-
alent? To provide an answer, we can consider the databases mD,mD

′ ∈ Dn

differing in at most 1 entry and translate them into their histogram repre-
sentation hD, hD

′ ∈ N|X |. We know they have at least n − 1 records
in common, which leaves us with the nth records hDn, hD

′
n be of any two

(possibly different) types fromX . This gives, in general, ∥hD−hD
′∥1 ≤ 2.

Therefore, when we are using Definition 10 we are considering privacy
guarantees, with parameters (ε, δ), that are valid for databases hD, hD

′

at a distance of up to 2 on the Hamming graph of their adjacency rela-
tion [Chatzikokolakis et al., 2013]. The representation of the databases
under Definition 10 and Definition 12 has been illustrated in Figure 5.1.

Sanitizing a deterministic query with a DP mechanism requires knowl-
edge of the sensitivity of the query itself, as we extensively discussed. Re-
call additive mechanisms for (ε, δ) differential privacy use the ℓ2 sensitivity
of a function to tune the variance of the random noise distribution, refer to

91



Chapter 5. Adaptive sensitivity in the bounded model for differential
privacy

Figure 5.1: Indistinguishability requirements are defined for different pairs
of databases: in the upper half according to Definition 10, and at the bottom
according to Definition 12

Chapter 1 for a broader discussion. Let f : Dn → Rd and f : N|X | → Rd

be the deterministic function under consideration, where we overload the
definition of f depending on its argument. The ℓ2 sensitivity is defined on
corresponding pairs of neighboring databases. Therefore, introducing the
terms mS2(f) and hS2(f) to denote the corresponding ℓ2 sensitivities of a
function f , applied to either the histogram or multiset representations of
its input, we have that:

mS2(f) = max
mD,mD′∈Dn

mD≃mD′

∥f(mD)− f(mD
′)∥2

= max
hD,hD

′∈N|X|

∥hD−hD
′∥1≤2

∥f(hD)− f(hD
′)∥2

≤ max
hD,hD

′,hD
′′∈N|X|

∥hD−hD
′′∥1≤1

∥hD′′−hD
′∥1≤1

∥f(hD)− f(hD
′′)∥2 + ∥f(hD′′)− f(hD

′)∥2

= 2 max
hD,hD

′′∈N|X|

∥hD−hD
′′∥1≤1

∥f(hD)− f(hD
′′)∥2

= 2 max
hD,hD

′′∈N|X|

hD≃hD
′′

∥f(hD)− f(hD
′′)∥2

= 2 · hS2(f)

(5.5)

Thus, we see that mechanisms for sanitizing a query with the same
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privacy parameters satisfying Definition 10 may require up to twice the
amount of noise (in terms of variance of the random distribution) needed
to satisfy Definition 12. Let us now take the special case of mS2f =
2hS2f . For instance, from the Gaussian mechanism introduced in 1 we
know that N (µ = 0, σ2 = 2 ln(1.25/δ)mS2f2

ϵ2
) will give (ε, δ)-DP in Defi-

nition 10 and imply (ε/2, δ)-DP in Definition 12, since N (µ = 0, σ2 =
2 ln(1.25/δ)mS2f2

ϵ2
) = N (µ = 0, σ2 = 2 ln(1.25/δ)hS2f2

(ϵ/2)2
). Therefore, under the

assumptions that mS2f = 2hS2f , we can not only directly compare the
two definitions, but also derive the corresponding privacy parameters.

5.3 The unbounded model of DP in machine
learning

The authors in [Abadi et al., 2016], whose work we have frequently dis-
cussed in this thesis, use Definition 12 of differential privacy to sanitize
the gradient-based optimization of the parameter vector θ ∈ Rd. Instead of
computing the average gradient on some database hD, DP-SGD first com-
putes the “sum of gradients”, and by clipping the 2-norm of each individual
addend to C, they reduce the ℓ2 sensitivity of the sum of gradients to be
hS2f = C. Considering the first n − 1 contributions to the sum of gradi-
ents are identical whether it is computed on hD or hD

′, with hD ≃ hD
′,

we can see the indistinguishability parameters are to be evaluated as the
ratio between the p.d.f.’s of a Gaussian centered in 0 and a Gaussian cen-
tered in any point on the surface of the ball of radius C in Rd, with d the
dimension of θ. Figure 5.2b shows an example of the above for the case
with d = 2. Conversely, Figure 5.2a shows what would happen, in terms of
indistinguishability, if we were to use the same Gaussian mechanism with
the same variance to sanitize according to Definition 10. Being exactly in
the special case with hS2f = mS2f/2 we would end up with twice the ε.

In a similar fashion to centralized machine learning, Federated Learn-
ing (FL) is a distributed learning paradigm where a set of clients, each
holding private data, trains a global machine learning model collabora-
tively by exchanging a series of local optimization updates. See Chapter
2 for a more extensive introduction on the topic. The work in [Konečny
et al., 2016b; McMahan et al., 2017a] introduced the FedAvg algorithm
where the server broadcasts the current global model parameters θ(t) to the
clients involved in the training, who perform local optimization over their
private data and communicate back the local update vector. These vectors
are then averaged by the server and used to update the global model. Al-
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(a) (b)

Figure 5.2: Normal distributions with the same variance yield different in-
distinguishability parameters when used in Definition 10 (a) and Definition
12 (b), up to twice as conservative.

though in general local updates are different objects to gradients, from the
point of view of the server, they behave exactly in the same way, i.e. taking
the model from θ(t) to θ(t+1). In DP FL, too, we see Definition 10 being the
prevalent choice for providing differentially private guarantees [McMahan
et al., 2017b; Andrew et al., 2021]. By clipping the addends of the “sum of
local updates” query at C and sanitizing it with the Gaussian mechanism, it
is possible to learn global models that are differentially private with respect
to the clients’ local data. The choice of the clipping threshold is made a
priori as in DP-SGD, and no clear strategy is put forward to define how
to pick a particular value. A step in this direction is made by [Andrew
et al., 2021], who introduce an adaptive clipping strategy for providing DP
guarantees under the same model of adversary, in the context of Federated
Learning. Still, a small value for C would slow down the optimization,
whereas a large value would introduce a lot of noise, since hS2f = C.
Concurrently optimizing for the best C is thus crucial throughout training.

The tension between the magnitude of the clipping threshold and the
sensitivity, we argue here, is due to the adoption of Definition 12 for differ-
ential privacy. Consider f : Dn → Rd and f : N|X | → Rd to be the query
“sum of gradients”, each defined for the matching representation of their
database inputs. Assuming, without loss or generality, that hD ∈ N|X |

has an additional record (i.e. a gradient) of type g ∈ X with respect to
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hD
′ ∈ N|X |, we find:

hS2f = max
hD,hD

′∈N|X|

hD≃hD
′

∥f(hD)− f(hD
′)∥2

= max
hD,hD

′∈N|X|

hD≃hD
′

∥
∑
x∈X

hD(x) · x−
∑
x∈X

hD(x)′ · x∥2

= max
hD,hD

′∈N|X|

hD≃hD
′

∥g∥2

(5.6)

Otherwise assuming that mD,mD
′ ∈ Dn differ only in the nth record we

find:

mS2f = max
mD,mD′∈Dn

mD≃mD′

∥f(mD)− f(mD
′)∥2

= max
mD,mD′∈Dn

mD≃mD′

∥
n∑

j=1

mDj −
n∑

j=1

mD
′
j∥2

= max
mD,mD′∈Dn

mD≃mD′

∥mDn − mD
′
n∥2

(5.7)

The result in Equation (5.6) highlights how the only way to reduce the
sensitivity in Definition 12, and in turn the additive noise, is to reduce the
2-norm of (any) gradient g ∈ X , thus effectively slowing down training, as
each iteration allows only small updates to the parameters θ. Conversely,
Equation (5.7) shows how each gradient or local update can be as large as
needed, and the sensitivity only depends on the 2-norm of the largest dif-
ference between any two vectors. Therefore, we conjecture that with the
adoption of the bounded model for DP for learning differentially private
global models in (federated) machine learning, on top of adaptively adjust-
ing the (upper) clipping threshold C(t), one could also introduce lower and
angular clipping thresholds c(t) and a(t) to the local updates, as in Figure
5.3.

At the first round of a (federated) machine learning optimization, the
domain X of local updates can be allowed to be the full ball of radius C(0)

in Rn, where according to Definition 10 we would have twice the sensi-
tivity needed in Definition 12 to satisfy (ε, δ) differential privacy with the
same privacy parameters. As training progresses, though, and clients start
driving the optimization in the same direction with a certain degree of con-
sensus, the domain X can be forced to be reduced to only a sector of a
hollow sphere, where sensitivity is greatly reduced, bounded by C(t), c(t)

and a(t). We highlight the focus on federated learning and clients, instead
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Figure 5.3: Adopting Definition 10 for differential privacy allows to adap-
tively reduce the sensitivity mS2f as in Equation (5.7) while not reduc-
ing the average length of gradients and local update vectors. To do so,
these vectors can be clipped from above (C(t)), below (c(t)) and in direc-
tion (a(t)).

of centralized machine learning and single records, as local updates usu-
ally present higher alignment as opposed to actual gradients. The reason
is easily found in the nature of the two types of vectors. Although they are
indeed similar objects, local updates are already essentially average gradi-
ents of the local datasets of the clients. Considering that clients can indeed
have different dataset distributions, they still preserve some degree of sim-
ilarity that is reflected in the local updates roughly pointing in the same
direction, which is essential to reducing the sensitivity according to the
results in Equation 5.7 and as shown in Figure 5.3. The same conditions
are harder to verify in centralized machine learning, where single gradient
vectors are sparser and present a less prevalent alignment. We report a sim-
ple instance of the above happening in Figure 5.4 where we train a simple
CNN to fit the MNIST dataset, in a centralized and federated setting. When
we evaluate the cosine similarity between local updates in a federated opti-
mization, we see a considerably larger alignment compared to what we see
in centralized training among gradients. In this specific instance, for the
distributed setting, we are comparing the local updates of 20 clients, each
holding a different partition of the dataset and training on the local samples
for 5 steps, then followed by server aggregation before starting the next it-
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eration. The centralized setting simply compares the per-sample gradient
of a batch of 20 samples. Interestingly, we see diminishing agreement even
in the federated setting at later stages of the optimization, suggesting that
indeed the final stages focus on local dataset-specific features that are not
necessarily shared with other clients.

(a) (b)

Figure 5.4: Average cosine similarity among local updates in federated
learning (a) and gradients in centralized machine learning (b).

5.4 Conclusions
In this chapter, we address the problem of adaptive sensitivity in differ-
entially private (federated) machine learning. We suggest the adoption of
the bounded model for differential privacy, contrary to seminal research
in the field [Andrew et al., 2021; Abadi et al., 2016]. Despite the valid-
ity of both approaches, we advocate a theoretical advantage of the former
in the specific context of sanitizing sums of gradients or local updates in
the multi-dimensional real set Rd, when there is an expected degree of
agreement in the direction of the local minimum among individuals. In
particular, the advantage lies in the possibility of bounding the sensitivity
without necessarily reducing the average 2-norm of the vectors, thus de-
coupling the variance of the additive noise from the expected magnitude of
the parameter updates.
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Conclusion

Widespread data harvesting has been a major drive in the rise of ubiqui-
tous machine learning systems, and vice-versa, as the appeal for better-
performing predictive and generative models have fueled data collection
at a massive scale. The use and retention of user information to assem-
ble large datasets may come with different degrees of informed consent
from the users, and regardless, the risk of privacy breaches offers a com-
pelling opportunity for companies and academics to push the boundaries
of what machines can learn while protecting private information. We have
thoroughly discussed why privacy concerns are real and why privacy at-
tacks are practical. Still, beyond the economic and legal incentives of pro-
tecting user privacy for companies, a compelling reason to study Privacy-
Preserving Machine Learning (PPML) lies in it being an interesting prob-
lem. Citing [Raskhodnikova et al., 2008], the question essentially boils
down to: “What can we learn privately”? We started with the idea of learn-
ing global distributions while rejecting individual information and found
the ideal candidate framework in differential privacy. Remarkably, it of-
fers a structural foundation to define privacy, and the necessary tools to
quantify the privacy risk associated with statistical queries on a dataset.
Additionally, it provides tools to sanitize non-private queries to the re-
quired privacy levels introducing randomness in the results. These strate-
gies, as one should expect, prompt the data practitioner with an additional
dilemma: what are we willing to give up, in terms of data utility, to pro-
tect data privacy? Although a general answer would not make sense and
it ultimately depends on the user’s perceived risk of privacy leakage, what
we can do, as PPML researchers, is to optimize the trade-off to offer the
best privacy guarantees at a fixed utility loss and the most utility for a pre-
scribed privacy level. Within this mandate, this thesis focused specifically
on the issue of sensitivity in differentially private learning. Since priva-
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tizing the dataset queries used in gradient-based machine learning most
often involves a degree of choice in selecting the sensitivity, we studied
the implications of this choice, whether to even make it, and how to op-
timize it. The delimited nature of this research should not divert from its
broader scope. Tackling the problem at its roots, that is optimizing privacy
in the learning algorithm itself, inherits the applicability that is character-
istic of gradient-based learning: throughout the chapters, we have applied
these concepts to a myriad of settings (images, locations, prices, natural
language), tasks (classification, regression, generation), models (convolu-
tional neural networks, multilayer perceptrons, large language models, au-
toencoders), without making special assumptions. Yet, we can establish an
order of what may be the expectation of practical viability of the research
in this work. To the benefit of the reader, that is exactly the rationale behind
the specific ordering of the chapters, which, to a certain extent, reflects the
development of the research.

Results

The Introduction to the thesis in Chapter 1 discussed the context and back-
ground to the general topic of this thesis, i.e. how to privatize vector av-
erages in machine learning, focusing on the impact of sensitivity and pro-
viding a practical example of where it plays a major role. In Chapter 2 we
aimed to provide a solution to many coupled problems, optimizing over
different metrics, i.e. privacy, fairness, and utility. The resulting contribu-
tion is thus with limited applicability to modern, large models, as already
discussed, although it proved to be an effective defensive strategy against
specific types of attacks. Additionally, we highlighted how the theoretical
contributions introduced the use of metric-privacy for model sanitization
in machine learning, extended the Laplace mechanism, and applied these
novelties to personalized federated learning, as recognized by a number
of subsequent works, e.g. [He et al., 2023; Zong et al., 2023], among
others. Chapter 3 instead focused on the more established setting of ap-
proximate differential privacy, specifically targeting a common practice in
current DPML research: not accounting for the privacy leakage incurred
in optimizing for the sensitivity over a grid search. The current trend, for
practical reasons, assumes that this selection does not consume privacy.
When accounting for it, instead, we showed how optimizing the sensitiv-
ity while training the models is an effective strategy to make the best of
the available privacy budget, improving utility at a fixed privacy level. We
introduced a method to do so by drawing inspiration from a concurrent
area of research, i.e. hyper-parameter optimization. Chapter 4 effectively
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tackled a problem that companies are in fact already encountering to sat-
isfy privacy regulations. When deploying large language models, the risk
of privacy leakage can be minimized by regularly performing privacy au-
dits. Our contribution then introduced a novel strategy to test these mod-
els under more stringent computational requirements, encouraging a larger
adoption of these methods. With a minor departure from the theoretical-
to-practical ordering, Chapter 5 challenged the current majority of DPML
research, offering a different perspective on adaptive sensitivity for im-
proved differentially private federated learning, and opening new avenues
of research to future experimentation.

Future works

On top of experimenting with the theoretical speculations described in
Chapter 5, we wish to highlight here additional paths this research could
take. One of the possible areas to improve in metric privacy for distributed
machine learning, as discussed in Chapter 2, lies in better results for com-
puting the overall budget of a composition of queries. The best results
for pure d-privacy (that is only involving a single privacy parameter ε) ac-
count for successive queries by summing the single privacy leakages. It is a
limiting factor that in (ε, δ)-DP has been solved with numerous advanced
compositionality theorems, and allowed for the current expansion of re-
sults in DPML. Conversely, although we experimented with extending our
research to include (ε, δ) metric privacy guarantees, we struggled to de-
rive meaningful theoretical results. With the results presented in Chapter
3, we presented a principled attempt at setting the clipping threshold, by
addressing the sensitivity optimization along with parameter optimization.
Admittedly, future work could focus on deriving the consequences of this
coupled optimization in terms of the convergence rate of (DP)-SGD, which
may present deviations from the already established theoretical analyses.
Considering that this research focuses on the more standard definition of
DP, it would be interesting to evaluate further experimental results to push
the accuracy of large-scale DPML, following the considerations already
discussed of being an area where there have not been major advancements,
contrary to its non-private counterpart. In Chapter 4 we discussed how the
use of noisy neighbors of the target model can be used as a surrogate for
shadow models in privacy-auditing large language models. Naturally, one
could extend this research to different architectures, different noise types,
and most importantly, an automatic calibration of the standard deviations,
to further support alignment with privacy regulatory frameworks.

Beyond iterative improvements on current research, one of the major
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advancements in this field could be achieved by finding models which learn
with fixed-sensitivity queries from the dataset. This could be achieved
by architectures that, by construction, present a gradient that is bounded
in norm, instead of requiring clipping. Naturally, this finding would also
have a major impact on other areas that, for different reasons, require han-
dling the gradient with respect to the parameters, such as explainable AI
[Sundararajan et al., 2017]. Otherwise, finding learning paradigms that
use fixed-sensitivity function queries from a dataset may require ditch-
ing gradient-based learning altogether, although the progress made thus
far in standard neural networks trained with stochastic gradient descent
and its significant advancements may have inadvertently led to a relative
underestimation and diminished engagement in alternative machine learn-
ing paradigms. Ultimately, whether the advancement comes from one ap-
proach or the other, we underscore that unintended consequences on the
fairness, privacy, and utility of records may still hinge on the sensitivity
tradeoff discussed throughout this thesis, requiring careful consideration
of all the variables involved.
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Jakub Konečny, H Brendan McMahan, Felix X Yu, Peter Richtárik,
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